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1 Objectives of the deliverable based on the Description of Action 
(DoA)  

 
The main objective of WP2 is the definition of a security and privacy architecture based on the 
cyber risk assessment and legal requirements. 
 
“While the approach of the FeatureCloud project by design mitigates most major concerns regarding 
security and privacy, the underlying foundations of the platform to be developed need to be secured 
thoroughly, especially considering the diversity of the local execution platforms on the hospital sites. 
Important attacker goals include the theft of data on a local level, as well as the theft and manipulation 
of results, with the inclusion of possible insider attacks.” 
 
Objective 1 of this work package thus aims “to select, adapt and further develop mitigation 
mechanisms, especially considering the detection of malicious algorithms pushed to the 
local execution platforms, as well as the exfiltration of data besides feature vectors”. 
 
The corresponding task in this work package is Task 4: Mitigation Mechanisms: 
“SBA and RI will develop mitigation strategies in order to solve the issues detected by the risk 
assessment of the architecture and in order to follow all technical and legal requirements. In addition, 
methods will be developed for dealing with malicious providers of algorithms that might have been 
designed in order to reveal sensitive information, or simply to extract and exfiltrate the whole data 
set provided in the respective local execution platform. This task also includes the development of 
reactive methods, i.e., methods that can be used to detect misuse of data like data fingerprinting, in 
order to thwart information theft. The main reason for this is that not only privacy is an important 
asset requiring protection, but that also the feature vectors, while irrelevant with regard to privacy, 
possess a potentially high (monetary) value.” 
 

2 Executive Summary  
Deliverable D2.1 “Risk assessment methodology” identified several risks associated with federated 
learning; among different cybersecurity frameworks identified, the CIA triad is a model that groups 
risks among the three dimensions Confidentiality, Integrity and Availability. While each of these is 
important, the main focus of the FeatureCloud project is on privacy-preserving, federated machine 
learning, and as a consequence, the mitigation mechanisms are focused on attacks that threaten 
the privacy of individuals and the obtained assets, and thus focus on the threats to confidentiality. 
We can roughly distinguish the following areas of mitigation mechanisms addressing confidentiality 
threats within the FeatureCloud platform 

● Threats to the confidentiality of input data used for learning, which consist of 
○ Threats of directly disclosing input data, e.g., with data exfiltration techniques. 
○ Threats to indirectly disclosing information from the learned federated, aggregated 

models, e.g., membership inference. 
● Threats to the confidentiality of the assets themselves, e.g., protecting the learned models 

from unauthorised usage and sharing. 
 
FeatureCloud apps that perform the model learning (or other steps, such as pre-processing or 
visualisation) are very diverse and can be developed and implemented by a large range of 
contributors. Consequently, it is important to provide generic components that can be utilised by a 
large number of apps, and the proposed mechanisms follow this strategy. To address these, we 
have designed a number of mechanisms that are generic and can be used in specific apps. 
Therefore, generic mechanisms to protect the input to the aggregation via secure multi-party 
computation, and mechanisms to protect input data that is encoded in the output of the aggregation 
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(e.g., the models) via differential privacy will be available in the platform. Further, watermarking and 
fingerprinting mechanisms will protect the intellectual property of the output (e.g., the models). 
Finally, data exfiltration will be countered on the one hand by the mechanisms designed in 
Deliverable D2.2 “KPIs and metrics for local execution platforms”, such as the Key Performance 
Indicator (KPI) #3 “Privacy Requirements for Federated Algorithms Working on Patient Data”, which 
analyses the amount of exchanged data and can thus spot mass-exfiltration, and on the other hand 
by analysing the machine learning model itself as an exfiltration vehicle, and providing generic 
defences against this threat. 
 

3 Considered Threats & Mitigations 
Based on the description of action from the grant agreement, as well as the risk assessment carried 
out in Deliverable D2.1 “Risk assessment methodology”, for this deliverable, first the most relevant 
threats are identified. Deliverable D2.1 identified, as one means to categorise threats against 
federated machine learning, the CIA (Confidentiality, Integrity and Availability) model. In this model, 
confidentiality deals with limiting access to information, integrity is the assurance that the 
information is trustworthy and accurate, and availability is a guarantee of reliable access to the 
information by authorised people. Vulnerabilities can be viewed by the angle of one or more of 
these three concepts. A graphical representation is given in Figure 1. 
 

 
Figure 1: Confidentiality, Integrity and Availability (CIA) triangle / triad 

 

FeatureCloud provides a privacy preserving machine learning framework based on federated 
learning. FeatureCloud services aim to ensure primarily the confidentiality of sensitive medical data. 
Integrity and availability are very relevant aspects for any system in the medical domain and 
providers of individual hardware and software components within the FeatureCloud ecosystem are 
strongly encouraged and monitored to follow the best-practises recommendations identified in 
Deliverable D2.1 “Risk assessment methodology”. The main objective of FeatureCloud is to provide 
privacy-preserving analysis of (mostly) healthcare and medical data. This corresponds to the legal 
requirements of data protection law. Therefore, this deliverable focuses on mitigation mechanisms 
addressing mostly threats to the privacy of individuals that go beyond aspects that can be solved 
with traditional security hardening and testing. However, it is emphasized again that these 
mechanisms need to be implemented as well, mostly in the local nodes, which is also a requirement 
of data protection law.  
 
In many settings, confidentiality is roughly equivalent to privacy, though that it might, in general, 
apply to any other valuable, sensitive information. We also address these issues more generically, 
threats to the confidentiality of data and derived assets along the entire analysis process. Measures 
ensuring confidentiality are designed to prevent sensitive information from reaching non-intentioned 
targets.  
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We focus specifically on novel attack vectors in federated learning systems. Principally, the 
participants in a federated learning-based system do not have to share their private or sensitive data. 
Instead, they train a machine learning model on their data and share this model with other 
participants of federated learning. These machine learning models, however, still can leak 
information about the data they were trained on. Consequently, we propose defence mechanisms 
that will ensure the confidentiality of federated learning. Privacy aspects and vulnerabilities of 
federated learning are still being actively researched, and novel vulnerabilities, threats, and attack 
vectors are constantly researched, as well as novel or improved countermeasures to those. This 
document is reflecting the landscape and state-of-the-art at the time of writing; however, activities 
within work package 2 of FeatureCloud, as well as other related work packages providing apps and 
the overall framework, will continue to monitor the quickly changing threat landscape, and react to 
arising issues. 
 
Deliverable D2.1 “Risk assessment methodology” identified the following attacker models in 
federated learning (for more details, please refer to D2.1): 

● An insider attacker participates in the federated learning process and has access to (some 
of) the models during training. We distinguish: 

o A participant insider attacker is represented by one or several nodes, the owners of 
the data, who train models locally (e.g., described by (Bagdasaryan et al., 2020) . 

o A coordinator plays an aggregator role that collects locally trained models from data 
owners (e.g., considered by Wang et al., 2019). 

● An outsider attacker has access only to the final model after the federated learning process 
is finished. 

We further distinguished between two typically considered adversary models. Semi-honest (or 
honest-but-curious) adversaries perform a “passive” attack, following the protocol, but trying to 
gather more information than the protocol allows. Malicious adversaries perform “active” attacks 
and arbitrarily deviate from the protocol. 
Regarding the attacker’s knowledge of the targeted system, we observed the following specialisation 
to machine learning settings (e.g. considered by (Shokri et al., 2017) and  (Truex et al., 2019c) : 

● In the white-box setting, the adversary has full access to the model, and knowledge about 
its architecture, model weights and hyperparameters. 

● In grey-box access, the attacker has access only to some information about the model, e.g., 
information on specific layers of the model, or some intermediate results. 

● In the black-box scenario, the attacker can use the model for making predictions (via 
some API / service), but there is no access to any other information about the model. In this 
case, the attacker can use the machine learning model only as a service to query output for 
some specific input, to infer some valuable information for implementing attacks. 

 
 
Figure 2 shows that there are, in principle, two broad categories of attack surfaces to breach data 
confidentiality in federated learning:  

● Through local training resp. models, which is mostly congruent with the case of an insider 
attack 

● Through global models e.g., if the global model gets available to an outside attacker  
 
 
 

https://www.zotero.org/google-docs/?FZBxef
https://www.zotero.org/google-docs/?qZmIIq
https://www.zotero.org/google-docs/?Kv0mks
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Figure 2: Attacks in federated learning with the goal to breach confidentiality through access to the local or 
global models. 

 

 
 
 
Among the confidentiality axis, we thus, in particular, provide mitigations to the following risks, 
derived from Deliverable D2.1 and the objectives in the FeatureCloud grant agreement: 

● Insider attacks by the coordinator of the federated learning process. The coordinator has 
access to the inputs to the aggregation process, which corresponds to the outputs from the 
participants (local nodes), and might be e.g., in the form of machine learning models, 
gradients, or other parameters. To avoid access to this information in clear text, several 
approaches are possible. On the one hand, homomorphic encryption (C. Zhang et al., 2020) 
could be utilised to provide the aggregator with only encrypted data. Another option is to use 
Secure Multiparty Computation (SMPC, or sometimes just MPC) (Bonawitz et al., 2017), 
which allows computing an output without the need of a central aggregator. 

● Insider and outsider attacks on the final model with the aim to infer information on the 
underlying training data, e.g., a model inversion, membership inference, and similar attacks. 
These attacks are often very scenario-specific, e.g., they depend on the exact type of data 
used, or the type of (federated) learning performed, as well as the model types. Thus, it is 
difficult to provide custom mechanisms for each setting. However, several studies (Truex et 
al., 2019b) in these areas have suggested that Differential Privacy can mitigate these risks. 
As Differential Privacy allows to provide a relatively generic solution that is independent of 
the exact scenario, this will be provided as a generic mitigation mechanism within 
FeatureCloud. 

● Direct attacks on the original training by performing a data exfiltration from the local, 
secured environments. Common attacks try to utilise a dedicated channel through which the 
data is exfiltrated, e.g., a connection to an external server where the data will be stored 
(through whichever protocol, e.g., SSH or FTP). In the setting of FeatureCloud, we aim to 
prevent this by two means. On the one hand, the code audit and certification of apps can 
provide certain protection, complemented by mechanisms to secure the local environment. 
On the other hand, the KPIs identified in Deliverable D2.2 “KPIs and metrics for local 
execution platforms”, address this as well, from a more grey-box to black-box approach. As 

https://www.zotero.org/google-docs/?sird59
https://www.zotero.org/google-docs/?sCm0GW
https://www.zotero.org/google-docs/?Dupyfz
https://www.zotero.org/google-docs/?Dupyfz
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such, KPI3 “Privacy Requirements for Federated Algorithms Working on Patient Data” 
analyses the amount of exchanged data and can thus spot mass-exfiltration attacks. 
We consider another channel as relevant within the FeatureCloud project, namely using the 
machine learning model itself as an exfiltration vehicle. This deliverable details this attack 
and generic mitigation mechanisms. 

● Finally, a different type of confidentiality attack is more related to the theft of intellectual 
property, in the form of a trained machine learning model. Training these models, in a 
centralised or federated way, often requires a significant number of resources (valuable 
training data, computing resources, domain and data science experts, …), and thus represent 
a significant value. Attackers might want to obtain such a model from a legitimate source, 
and use it for their own purposes, e.g., a monetisation. We thus provide a reactive mitigation 
mechanism, by model watermarking. 

 

 
This leads to the following mitigation mechanisms as highest-priority mechanisms to implement: 
Secure Multiparty Computation to ensure confidentiality of local models (input confidentiality), 
Differential Privacy to ensure the privacy of a global model (output privacy), watermarking and 
fingerprinting as a reactive method for protecting the property of trained models, and defences 
against model-based data exfiltration methods. 
 
This is also depicted in detail in Figure 3, which shows the detailed FeatureCloud architecture, as 
well as some of the attack points and corresponding mitigation mechanisms. The “App Instance” 
needs to be secured against data exfiltration attacks. This is achieved by sandboxing the app, the 
code audit, and defences against data exchanged via the learned model. Further, the network 
connection needs to be secured by standard encryption and other techniques laid out in Deliverable 
D2.1 “Risk assessment methodology” and Deliverable D2.2 “KPIs and metrics for local execution 
platforms”. Deliverable “D7.3 Federated machine learning apps running in app store” already utilises 
encryption for securing the communication via the relay server (cf. Section 4.2 in that deliverable). 
SMPC will further mitigate the issue of confidentiality of the exchanged parameters during 
aggregation, as even if the encryption mechanism would be broken, they are still e.g., just 
representing the shares. 
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Figure 3: FeatureCloud architecture and communication within the system, with two participants 
 

 

4 General Process for Privacy Assessment 
Besides the mitigation mechanisms that are discussed in Section 5, which will be generically and 
globally provided, every FeatureCloud app should individually be evaluated in terms of vulnerabilities 
to the confidentiality of the data released, i.e. the global model (final or intermediate versions), 
exchanged local models or parameters (gradients, …), and other information derived from the 
original input data, i.e. assess the risks to the confidentiality of the output of the local and global 
training. 
 
While the exact threats are very specific to each algorithm, the required exchanged data, as well as 
to the data set, we provide general guidelines and recommendations in the following, to derive proper 
threat and attacker models for each app, and to assess risks of inference.  
 

4.1 Threats to Confidentiality and Disclosure Models 

Common taxonomies (e.g., (Xiong et al., 2009), (Prasser et al., 2014)), mostly originating from the 
domain of data publishing, distinguish the following types of disclosure: 

● Identity disclosure is generally considered the strongest form of disclosure, and means that 
an attacker can associate an individual to a specific record. This is also referred to as re-
identification. It is often achieved via a record-linkage attack, where the target dataset is 
correlated to other data available to the attacker (public, or private). Several scenarios can 
result in identity disclosure, (Garfinkel, 2015) mentions the following three (for published 
datasets): 

https://www.zotero.org/google-docs/?wj5lxQ
https://www.zotero.org/google-docs/?MKtF79
https://www.zotero.org/google-docs/?PTvrQq
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○ Insufficient de-identification may lead to identifying information inadvertently 
remaining in a de-identified dataset (e.g., (Sweeney, 2013)). 

○ Re-identification by linking allows to re-identify specific records by linking some of the 
remaining data with similar attributes in another, identifying dataset. 

○ Pseudonym reversal 
● Attribute disclosure (Elliot, 2005) (El Emam, 2011) means that an attacker can learn 

(exactly, or approximately) the value of one (or more) attributes of an individual that are 
contained in the targeted database. For example, an attacker might learn the approximate 
salary or the medical diagnosis, which were previously unknown. This is performed by 
knowing the other attributes of an individual in the database, maybe even by knowing just 
some of the quasi-identifying attributes. It might be achieved even without uniquely 
associating an individual to a specific record in a dataset, if the set of records an attacker 
might narrow a match down to still has all (or most) records containing the same (or similar) 
sensitive values. 

● Membership disclosure is generally considered to be the weakest form of disclosure. Here, 
an attacker can infer whether or not an individual is contained in a dataset. Unlike the other 
disclosure settings, it does not directly release attributes from the dataset, i.e., it does not 
directly unveil information from the dataset itself. However, an attacker might infer 
additional information from the membership of an individual in a dataset. For example, if this 
dataset is a medical dataset containing information about patients carrying a certain disease, 
the attacker might infer that this individual also suffers from this disease (as otherwise, (s)he 
might not have been included in the dataset.  

 
While this categorisation was primarily developed for data publishing, it can also be applied to 
publishing models learned from this data, as we will discuss in Section 4.3. 
 

4.2 Attacker Models 

We can then further distinguish multiple attacker models, depending on the information available to 
the attacker, and the attacker’s goal (Elliot and Dale, 1999). While these models were primarily 
developed for the re-identification risks in statistical disclosure control of datasets, they can also be 
used for distinguishing different attackers inferring information from machine learning models (which 
in most broad terms could be seen as a perturbation of the original input data): 

● The prosecutor model means an attacker that targets a specific individual. The attacker is 
assumed to already know that the data about that specific individual is contained in the 
dataset that was used to train the model. The attacker is thus assumed to have access to an 
identifying database that contains all and only the records from the disclosed anonymised 
database, and wants to re-identify a specific person in a de-identified database. In this model, 
one can identify which samples are the most vulnerable to de-identification. 

● The journalist model still targets one individual, but does not care which specific individual 
is re-identified. However, it is not assumed that the attacker has knowledge on whether the 
individual was part of the training set, or not. In other words, the identifying dataset that the 
attacker has available is not equal to the de-identified dataset, but has a number of samples 
in their intersection. 

● The marketer model differs in the target - here, the attacker aims at re-identifying a large(r) 
number of individuals. The Marketer model (Dankar and El Emam, 2010) therefore does not 
focus on a specific individual, but on the probability of any random disclosed record being re-
identified (hence the ”marketer” name). The attacker evaluates the proportion of records that 
would be correctly re-identified. The marketer model thus does not identify which records are 
likely to be re-identified, unlike the journalist and prosecutor models. 

 

https://www.zotero.org/google-docs/?IKp3e9
https://www.zotero.org/google-docs/?0AwVRl
https://www.zotero.org/google-docs/?nEdvhT
https://www.zotero.org/google-docs/?KObaas
https://www.zotero.org/google-docs/?TVlbj8
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Therefore, it is important to consider how these attacker models differ in how success of an attack 
shall be evaluated. In the prosecutor and journalist model, the success evaluation is focused on 
whether or how much information of that individual can be inferred, e.g., if that individual is correctly 
identified in the database in case of a re-identification attack. For the marketer model, an attack can 
be considered successful if a larger fraction of the records could be re-identified. This applies 
similarly also for the other two types of disclosure mentioned above, i.e., attribute and membership 
disclosure. Literature discusses further details on how to evaluate the disclosure risks, e.g. (Banerjee 
et al., 2011) or specifically for the marketer model in (Dankar and El Emam, 2010). 
 

4.3 Confidentiality Attacks on Machine Learning models 

Releasing a trained model might cause unintentional leakage of information from the training dataset, 
similar to leakage from published data sets, as discussed above. This section discusses these 
threats in more detail than Deliverable D2.1 “Risk assessment methodology”, to provide app 
developers with a solid understanding of potential threats. 
 
(Ateniese et al., 2015) are among the first to show that it is possible to extract some characteristics 
about the training set, which the performance of the classifier might depend on, such as the prevalent 
accents of voice samples used to train a speech recognition software, concluding a risk for 
intellectual property rights. A similar technique was used in (Ganju et al., 2018) to infer training set 
properties from fully connected neural networks. In particular, a meta-classifier was trained on proxy 
models with the same classification task as the target model, whereas the training sets were explicitly 
designed to have or not have the global or class-related target property. In (Carlini et al., 2019) 
generative sequence models, often used for text completion, were demonstrated to suffer from 
unintentional memorisation of secret sequences, like social security numbers, occurring even without 
overfitting the model to the training data, and thus disclosing information about an individual instance 
from the training set. 
 
For many settings, it is important to consider the information available to the attacker, which is called 
adversarial knowledge. It can be divided into the following categories (Hu et al., 2021): 

● Data knowledge denotes the information about the dataset and its distribution. An adversary 
often knows how the training set is distributed and, therefore, is able to acquire a dataset that 
holds data with a similar or the same data distribution (sometimes referred to as shadow 
data). In membership inference settings, it is often assumed that the original and shadow 
data are disjoint; however, they can also be joint, if the attacker has more information on the 
data set. 

● Training knowledge denotes the knowledge about the learning algorithm, e.g., how the 
model was trained (the optimiser, number of iterations/epochs, and other hyperparameters). 
In many membership inference attack settings, it is assumed that the adversary has this 
knowledge. 

● Model knowledge denotes knowledge about the architecture and parameters of the trained 
model, e.g., the type of neuronal network, the activation functions and number of layers, and 
the learned parameters themselves. 

● Output knowledge is the knowledge of the predictions, e.g., the class probability vector in a 
multi-class setting. 

 
In the following, we map literature on attacking the confidentiality of machine learning models to the 
threats and attacker models from above. 
 

4.3.1 Identity Disclosure from ML Models 

Identity disclosure is until now not specifically discussed, as the learned model parameters generally 
cannot be correlated directly to an individual, and thus e.g., no linkage is possible. The attack closest 

https://www.zotero.org/google-docs/?IcunBZ
https://www.zotero.org/google-docs/?IcunBZ
https://www.zotero.org/google-docs/?vPpKT2
https://www.zotero.org/google-docs/?B6vZ5f
https://www.zotero.org/google-docs/?k6M9Q0
https://www.zotero.org/google-docs/?fRFeFT
https://www.zotero.org/google-docs/?uAOnFb
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corresponding to identity disclosure is likely the model inversion attack (Fredrikson et al., 2015); this 
attack re-creates training data from a learned model, and while that training data then in most cases 
might still not be easily identified, (i) the re-creation of the training data can be considered a 
precondition of identity disclosure, and (ii) the severity of the attack resembles identity disclosure. 
The idea of model inversion is that, since (in a supervised learning setting) a trained model stores a 
mapping between the input and output space, it can not only be used to infer predictions one way 
(i.e., from a given input sample to the output), but may also be inverted to yield information about 
the training samples themselves, from a specific output (e.g., a specific class label). 
(Fredrikson et al., 2015) were among the first to show this attack. They invert decision trees trained 
on benchmark datasets and indicate that an adversary with a white box access to the model can 
predict a sensitive feature with perfect precision (i.e., no false positives). Furthermore, an adversary 
with no auxiliary information about the target class other than the label and a large feature space (an 
image with floating point pixel values) is considered, and logistic regression and (simple) neural 
networks are considered as models. The approach is based on exploiting the predictive power of the 
models by finding an optimal input so that the discrepancy between the predicted value and the 
target response is minimised. This can be achieved by the usual gradient descent method, 
computing the local value of a loss function and incrementally approaching the most "correct" input.  
However, it has to be taken into consideration that a machine learning classifier is intentionally 
trained to generalise relevant class-inherent features and therefore the optimised input will in most 
cases not represent a specific sample from the original training dataset, but rather a weighted 
average of the features with the highest influence on the classifier's decision. This characteristic of 
the model inversion attack explains why it is feasible in specific settings only (such as e.g., face 
recognition, where one class resembles on individual) but not others (such as gender classification, 
where a class represents all members of that gender), and why even in the case of face recognition, 
the results may rather resemble an unnatural caricature rather than a plausible photograph.  
Other works ((Aïvodji et al., 2019) (Y. Zhang et al., 2020)) have therefore tried to constrain the 
reconstructed data, by using generative adversarial networks. In both studies a generative neural 
network was built and optimised in order to produce more realistically looking images. The results 
show that taking advantage of public data improves the readability by far, though it does not 
necessarily lead to images closer to the original training data. 
 
Model inversion attacks in general pose relatively few requirements on adversarial knowledge. 
Primarily, output knowledge is essential, as well as model knowledge (to be able to e.g., perform the 
gradient descent for the input optimisation). 
 

4.3.2 Attribute Disclosure from ML Models 

Attribute disclosure could be seen as a special case of model inversion, i.e., the setting where we 
want to invert one (or more) attributes from an otherwise known input sample.  
One of the first attacks was presented by (Fredrikson et al., 2014)1, where the genetic markers of 
individual patients were recovered. More specifically, a pharmacogenetic linear regression model 
trained to predict Warfarin (anticoagulant medication) dosing for patients based on their clinical 
history, demographics and genotype was exploited to disclose sensitive training attributes, such as 
the named the genetic markers. This is done by a rather broad search and testing for all possible 
attribute value combinations, and eventually selecting those that produce the highest confidence 
(e.g., smallest distance of the predicted to the ground truth value in the actual regression task). 
(Fredrikson et al., 2014) also investigate the protective capacity of differential privacy against their 
attack, and show that it is not an effective countermeasure - for differential privacy to reduce the 

 
1 Coincidently, they call their approach in hat paper also a model inversion attack, though they have a different assumption 

than in their later paper (Fredrikson et al., 2015), as they try to infer only a small number of attributes, while in their later 
paper, they infer the complete feature vector. 
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success rate of the attack substantially, the model would lose its predictive power to an extent 
unacceptable in a clinical environment.  
 
Attribute disclosure attacks in general require more adversarial knowledge than model inversion 
attacks. Similarly, the demand output knowledge as well as model knowledge, but in addition, at 
least for the training data to disclose information on, partial training vectors are needed. 
 

4.3.3 Membership Disclosure from ML Models 

Membership disclosure from machine learning models has been extensively studied. The first work 
by (Shokri et al., 2017) focussed on a supervised attack. It assumes that similar models trained on 
similar data must behave in an alike manner. Thus, the attacker tries to create similar models (so-
called shadow models) trained on data assumed to be similar to the original training data. For these 
models, the attacker knows which samples were in the training set, or not. Based on this information, 
and the prediction each of these samples returns, another model (the so-called attack model) is 
trained. The assumption is that the prediction (e.g., the vector containing the class-likelihoods in a 
multi-class classification task) will exhibit distinguished patterns whether they were used for training 
or not - an assumption that is based on the model being more confident on samples it had learned 
from, which is closely related to overfitting. Other attacks are unsupervised, i.e., they do not train an 
attack model. As such, (Yeom et al., 2018) e.g., base their decision on whether a sample was a 
member of the training set solely on the correctness of the prediction the model will perform on the 
original task (e.g., if an image showing a dog was actually classified as dog). (Salem et al., 2019) 
compare several measures computed from the prediction, e.g., the prediction loss compared to the 
average loss of all samples, and the confidence and entropy of the prediction compared to a 
designated threshold. 
 
Membership inference attacks, broadly speaking, require the most adversarial knowledge of the 
discussed attacks. For supervised settings, all types of information are required, i.e., data, training 
and model knowledge to create the shadow models, and output knowledge to learn the attack model. 
(Salem et al., 2019) showed in their unsupervised attacks that membership inference is possible at 
a lower cost than was considered by (Shokri et al., 2017). They omit the assumptions about the 
adversary's knowledge of model architecture and data distribution and still preserve a high level of 
membership inference attack performance. 
 

4.4 Guidelines for the FeatureCloud Project 

For the FeatureCloud project, for each app, the following privacy and confidentiality risk and 
mitigation assessment steps should be carried out 

● A specific threat model should be developed. This can, in most cases, be based on and 
adapted from the above outlined types of disclosure threats (identity, attribute and 
membership disclosure) and the attacker models that detail the level of background and 
target of the attacker (e.g., the prosecutor, journalist and marketer model). The threat and 
attacker models might need to be adapted for types of machine learning models that are not 
covered specifically by existing attacks. 

● Multiple scenarios of the threat models with different adversarial knowledge and access 
should be explored and be evaluated based on their likelihood. Also, multiple different 
attacker models (marketer, prosecutor, or journalist) need to be considered. The potential 
impact of such attacks being successfully carried out should be estimated. Ideally, the most 
likely scenarios should also be empirically tested, in a form of security testing against the 
model. 

● Based on these attacks, fitting mitigation mechanisms shall be chosen. These might e.g., be 
the below presented generic mechanisms for output privacy, such as objective or output 
differential privacy. It might however be necessary to additionally develop further, 

https://www.zotero.org/google-docs/?JIE1lD
https://www.zotero.org/google-docs/?JIE1lD
https://www.zotero.org/google-docs/?iiKLIP
https://www.zotero.org/google-docs/?sA338o
https://www.zotero.org/google-docs/?phTZPJ
https://www.zotero.org/google-docs/?K0GIcI
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application specific mitigation mechanisms addressing particular risks, e.g., further 
mechanisms of output perturbation besides differential privacy, or customised versions of 
objective perturbation, or suppression. 

● In (Veale et al., 2018) potential threats imposed by model inversion and membership 
inference attacks are analysed with respect to the current European legislative framework 
(General Data Protection Regulation, GDPR), suggesting that releasing a trained machine 
learning model could be treated equivalently to publishing personal data. However, the 
degree of completeness up to which these attacks recover training data is still limited. Still, 
these considerations should be incorporated into the analysis of specific apps within 
FeatureCloud, and if the attack success rates seem likely enough, appropriate measures to 
fulfil legal requirements need to be considered. 

 

5 Mitigation Mechanisms 
In this section, we will describe the mitigation mechanisms that were chosen for the FeatureCloud 
framework to enhance confidentiality. Besides SMPC and Differential Privacy as generically 
available modules, we also discuss novel attack vectors like black-box and white-box exfiltration 
attacks in federated learning and discuss potential mitigations strategies against these attacks. 
Lastly, we discuss watermarking, as a reactive defence to protect the intellectual property a machine 
learning model constitutes. 

 
 

5.1 Input Privacy via Secure Multiparty Computation 
Secure Multiparty Computation (SMPC)  (Evans et al., 2018) is a cryptographic protocol allowing 
to compute a public function over private data distributed across multiple parties (data owners), 
where no individual party can see the other parties’ data. It is thus very well suited for settings where 
multiple participants want to collaboratively learn a function (e.g., simple functions like computing 
the mean value or maximum value, or a more complex function such as a predictive machine learning 
model) without disclosing their (private and sensitive) inputs to the other participants, but where it is 
in principle accepted that the common output is shared back to the participants. Thus, the main 
functionality of SMPC is to provide input privacy. It is thus well suited for the setting the 
FeatureCloud project deals with. 
 
The clients in federated learning can jointly compute an aggregation function (a global model) over 
their private input data (local models) using an SMPC protocol. In this scenario, no party will be able 
to see other parties’ local models. Therefore, there is no more need for a (trusted) central aggregator 
collecting all local models and computing the global model. Clients do not have to transfer their 
potentially sensitive data (models, or other parameters) to a third party. SMPC thus protects the 
confidentiality of the input to the model aggregation.  
 

5.1.1 SMPC Protocols, Garbled Circuits and Secret Sharing 

There are several cryptographic protocols for implementing SMPC. Yao’s Garbled Circuit protocol is 
a solution to the two-party computation as a specific sub-problem limited to two parties. It runs in 
constant rounds and avoids costly latency associated with other protocols (Evans et al., 2018). 
Garbled Circuit protocol models the function as a boolean circuit, and then masks the inputs and 
outputs of each gate so that the party executing the function cannot infer any information about the 
inputs or intermediate values to the function (Snyder, 2014). (Goldreich et al., 1987) extended the 
idea of garbled circuits for more than two parties. 
 
For more than two parties, SMPC protocols can also utilise methods based on secret sharing 
(Beimel and Chor, 1994). Secret sharing allows one to distribute a secret among several parties by 
distributing shares to each party (see Figure 4). From these shares, it is then possible to compute 

https://www.zotero.org/google-docs/?nN8n30
https://www.zotero.org/google-docs/?xoXw59
https://www.zotero.org/google-docs/?wN8bDZ
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https://www.zotero.org/google-docs/?xG9jFd
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the final function. The first secret sharing schemes have been published independently by (Blakley, 
1979) and (Shamir, 1979). Both introduced a (𝑡, 𝑛) - threshold secret sharing scheme, where the 
secret s is divided into n shares. The threshold 𝑡 ≤ 𝑛 defines the minimum number of shares that 

must be combined to derive the secret s. (𝑡, 𝑛) - secret sharing schemes thus split the secret into n 
shares, such that any 𝑡 − 1 of the shares reveal no information about the secret, while any 𝑡  shares 

allow complete reconstruction of the secret. Frequently, (𝑛, 𝑛) - schemes are used, i.e., schemes 
where all 𝑛 shares are necessary to reconstruct the secret (Evans et al., 2018). In some schemes 
an added encryption layer is implemented to ensure additional privacy and security, allowing the 
shares to be distributed amongst a network or group that are unknown to the secret owner. 
 

 
Figure 4: Secret sharing scheme. The secret is split and distributed among different parties. 

 
 
Shamir’s Secret Sharing scheme (Shamir, 1979) is a (𝑡, 𝑛) - threshold secret sharing scheme, i.e., 
it splits the secret into n shares and requires a fraction t (the threshold) of those shares to reconstruct 
the original secret. Shamir’s secret sharing allows a secret owner to add, amend or remove shares 
at any time if they wanted to, without modifying the original secret. Shamir’s method for secret 
sharing relies on polynomial interpolation, which is an algebraic method of estimating unknown 
values in a gap between two known data points - without needing to know anything about what is on 
either side of those points. In this (𝑡, 𝑛) − threshold scheme, the secret 𝑆 ∈ {𝑆1, . . . , 𝑆𝑛}is divided into 
𝑛 shares by choosing random 𝑡 − 1 elements 𝑎0, . . . , 𝑎𝑡−1 with 𝑎0 = 𝑆 and constructing a polynomial 

with degree 𝑡 − 1: 𝑔(𝑥) = 𝑎0 + 𝑎1𝑥+. . . +𝑎𝑡−1𝑥𝑡−1 .  Each of 𝑛 participants receive one share of a 
secret 𝑆𝑖 such that and 𝑆𝑖 = 𝑔(𝑖), 𝑖 = [1, . . . , 𝑛]. Given any 𝑡 shares 𝑆𝑖 of the secret 𝑆 , one can find 
coefficients of a polynomial 𝑔(𝑥) by interpolation and retrieve the secret 𝑆 =  𝑔(0)  =  𝑎0. Knowledge 

of 𝑡 − 1 shares or less is not sufficient to calculate the secret, and in fact, it does not give any 
information about the secret at all. 
 
Blakley’s Secret Sharing scheme (Blakley, 1979) is based on hyperplanes in 𝑡-dimensional 

spaces. As well as in Shamir’s secret sharing, one needs to have at least 𝑡 shares to compute the 
secret. Blakley’s secret sharing scheme assumes that the secret is a point in 𝑡-dimensional space. 

If 𝑡 hyperplanes will intersect at this point, one can reconstruct a secret key 𝑆. If one has 𝑡 − 1 or 
fewer hyperplanes, that enables to identify the line that passes the hyperplane, but no concrete 
information about the point 𝑆 can be derived. In contrast to Shamir’s scheme, the participants that 
cooperate in the reconstruction are not able to calculate the shares of the participants that were not 
part of the secret reconstruction. This is because the shares have no relation to each other, except 
that all shares pass through the same point 𝑆 (Blakley, 1979). 
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5.1.2 Threats against SMPC 

Most SMPC protocols are resistant against a semi-honest adversary model (e.g., Yao’s Garbled 
Circuit). The semi-honest adversary model (also called “honest-but-curious”) refers to passive 
adversaries who follow the protocol but can try to learn (or infer) sensitive information - beyond what 
they should learn from just following the protocol. A malicious adversary is an active adversary, 
which means a corrupted party may deviate from the protocol in an attempt to violate security. A 
Malicious adversary can try to control, manipulate or inject messages on the network. An example 
of SMPC protocol resistant against malicious adversary could be the Cut-and-Choose protocol - an 
extension on Garbled Circuit (Lindell et al., 2008). Semi-honest protocols can be elevated into the 
malicious model. However, that introduces a significant cost overhead which may not be acceptable 
in practice. 
  

5.1.3 SMPC in Federated/Collaborative Learning 

There are several approaches for using SMPC protocols for collaborative training of different 
machine learning models. (Gascón et al., 2017) utilised an SMPC protocol to securely compute a 
linear regression model on the data distributed among different clients. (Mohassel and Zhang, 2017) 
presented protocols for privacy preserving machine learning for linear regression, logistic regression 
and neural network training based on SMPC. (Bonawitz et al., 2017) designed an SMPC protocol 
that could be used in federated learning. The authors utilise secure aggregation to privately combine 
the parameters of local machine learning and compute a global model. With secure aggregation, the 
service provider will only see the update after it has been averaged with those of other users. They 
consider the task with mobile devices and focus on minimising communication while guaranteeing 
robustness to dropout, which is common to that setting. They present two protocols: one is more 
efficient and secure against honest-but-curious adversaries and another one guarantees privacy 
against active adversaries, but is less efficient. (Zhu et al., 2020) utilised secret sharing for a 
federated learning framework. Each client's private model updates are split into random shares 
among several independent servers, which compute models average using secret sharing. Their 
protocol is secure against honest-but-curious adversaries.  
 

5.1.4 Shortcomings of SMPC 

One of the main issues of SMPC is efficiency (Evans et al., 2018). Secret sharing involves 
communication between clients. SMPC has a computational and communication overhead 
compared to standard not-private execution, especially SMPC protocols with protection against 
malicious adversaries. Combining SMPC with federated learning makes it possible to offload the 
actual training to clients. The only function executed by SMPC is the aggregation of these locally 
trained models, instead of computing all steps via SMPC. This means that if the effectiveness of the 
federated learning approach is close enough to the effectiveness of a theoretical centralised 
approach, then also the federated learning via SMPC will be effective, but also achieves input 
privacy. 
 
Another problem of SMPC could be the dropout or unavailability of the clients. Users may drop from 
the federated learning system due to various reasons (e.g., connectivity issues), therefore the design 
of the SMPC-based aggregation needs to be robust in the situation where the clients can drop out 
at any stage of the protocol execution (So et al., 2021). This is especially considered in settings with 
massively federated learning, and/or settings with relative instability in availability of the clients, e.g., 
in a setting of many clients being mobile phones. For FeatureCloud, it can be expected for many 
settings that the participation in the federation is stable, thus large numbers of drop out will not be a 
frequent setting. This is due to the generally different nature of collaboration, where fewer nodes 
collaborate, and studies are prepared to a great extent. However, the system should still 

https://www.zotero.org/google-docs/?DX0BOq
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accommodate for dropout to potentially happen; thus, two principal approaches are feasible within 
FeatureCloud: 

● The usage of an SMPC scheme and settings that does not require all shares to compute the 
final result. The above mentioned (𝑡, 𝑛) - threshold secret sharing schemes can be utilised to 
this extent, where the parameter t indicates how many shares need to be received from the 
clients, or inversely, that 𝑛 − 𝑡 clients are allowed to dropout. 

● If more than 𝑛 − 𝑡 clients drop-out (which also implies that, if 𝑛 = 𝑡, if not all clients are 
transmitting their results), the aggregation cycle could be repeated. This introduces a 
potential computational overhead, as certain computation needs to be repeated. However, 
this only involves the step computing, exchanging and aggregating the shares, but the results 
from the local training can be reused. Thus, it is only required to repeat the SMPC process 
of aggregation from the locally computed updates to the model, which can be repeated with 
a subset of the original available clients, and does not require a complete recomputation. 

 
While SMPC provides input privacy and allows protecting the privacy of intermediate results, it 
reveals the final result - the output of the function. In federated learning, setting the output can be 
also potentially sensitive and vulnerable to inference attacks. Another technique needs to be applied 
to ensure output privacy as a complement to SMPC, e.g., Differential Privacy. 
 

5.1.5 Alternatives to SMPC 

Another frequently discussed technology to achieve privacy-preserving computation, besides 
Secure Multiparty Computation, is Homomorphic Encryption (HE) (Rivest et al., 1978). While 
encryption schemes, in general, try to only protect the confidentiality of data, homomorphic 
encryption allows, in addition, performing mathematical operations on the ciphertexts. When 
decoding the result, this is equivalent to having performed the operations on the plaintext. Fully 
homomorphic schemes (Gentry, 2009) allow arbitrary computation. Partially or somewhat 
homomorphic schemes allow only a certain subset of operations but provide increased efficiency. 
Newer schemes include e.g., CKKS (Benhamouda et al., 2017). This would in principle allow 
envisioning an architecture where the coordinator receives all local models in the ciphertext of a 
homomorphic encryption scheme, and computes (averages) the global model still in ciphertext, 
before sharing it back to the clients, which can then decrypt the global model for further use. 
However, even with recent improvements, HE is in general less efficient than SMPC. State-of-the-
art HE implementations are thousands of times slower than SMPC in typical application (Evans et 
al., 2018). Another aspect that would need to be solved when employing HE in a federated setting 
is key sharing, which would require a secure scheme for key exchange. If all clients use the same 
encryption key, leakage of such a key would allow deciphering all local models. Thus, SMPC seems 
more promising to utilise within the FeatureCloud architecture. 
 

5.1.6 Summary and Integration in FeatureCloud 

Secure Multi-party Computation (SMPC) allows to compute a common function, such as the model 
aggregation by e.g., averaging, without having to share the inputs (i.e., the local models) in plain-
text. It thus is an ideal complement to other approaches enabling confidentiality of inputs during the 
communication, such as encryption. It further eliminates the need for a (trusted) party, the 
aggregator, to receive all inputs in clear text. The overhead from the cryptographic protocol is 
reduced within the setting of federated learning, where not all of the model computation, but just the 
aggregation needs to be secured through SMPC. 
Within FeatureCloud, the platform already implements one scheme based on secret sharing, 
implemented as part of work package 7, in collaboration with this work package. It is available via 
the FeatureCloud API; for more details, please refer to. Section 4.3 in Deliverable “D7.3 Federated 
machine learning apps running in app store”. The SMPC schemes need to be extended to provide 
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functionality for further forms of computation, besides the widely used summation and averaging 
building thereupon, to accommodate for future apps that require such computation. 
 

5.2 Output Privacy via Differential Privacy  
While Secure Multiparty Computation, as described above, protects the confidentiality of the inputs 
to the model aggregation functions employed in FeatureCloud, it does not protect the output, i.e., 
the merged global model from attacks on its confidentiality. Thus, this needs to be addressed 
additionally. While protection of input data against inference from a model learned therefore is in 
principle very specific, several approaches have highlighted the potential of differential privacy as a 
mitigation mechanism. We therefore provide differential privacy as a generic app that can be used 
in various analysis workflows within FeatureCloud.  
 

5.2.1 Differential Privacy 

Differential Privacy (DP) is a mechanism that provides privacy by process (Dwork, 2006). It allows 
hiding individuals' information when publishing information about a dataset (statistics or models). 
Differential privacy tries to solve the paradox of learning nothing about an individual while learning 
useful information about a population. DP protects against individuals’ identification and neutralises 
linkage attacks (Dwork and Roth, 2014). DP provides an opportunity to quantify privacy loss (privacy 
budget) and set a parameter of how private an algorithm should be. DP applied to machine learning 
allows publishing model parameters with a guarantee that adversaries are severely limited in the 
information they can learn about the original training data based on analysing the parameters. 
Therefore, DP can be used to ensure output privacy in federated learning.  
 
An algorithm analysing a dataset is considered differentially private if by looking at its output, one 
cannot infer if some particular record was included in the dataset or not. In other words, it ensures 
that any sequence of outputs (responses to queries) is equally likely to occur, independent of the 
presence or absence of any individual (Dwork and Roth, 2014).  
 
The formal definition of differentially private mechanism was given by (Dwork, 2008): 
 

A randomised function 𝐾gives 휀 − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦if for all datasets 𝐷1 and 𝐷2  

differing on at most one element, and all 𝑆 ⊆ 𝑅𝑎𝑛𝑔𝑒(𝐾),  

𝑃𝑟[𝐾(𝐷1 ∈ 𝑆)] ≤ 𝑒𝑥𝑝(휀)  ∗ 𝑃𝑟[𝐾(𝐷2) ∈ 𝑆] 
(Dwork, 2008) 

 
Epsilon (휀) is a privacy budget, a metric of privacy loss denoting the maximum distance between a 
query on one database and the same query on another database. The smaller ε, the better privacy, 
but the less accurate the response. DP has limitations in settings where the same or similar analysis 
needs to be repeated several times, as the privacy budget may be used up. By combining data from 
multiple trials, adversaries may be able to infer sensitive information about the individuals, as the 
noises added to each result will eventually cancel each other out, and a value close to the true value 
will be returned. 
 
Delta (𝛿) denotes the probability of information accidentally being leaked. (휀, 𝛿) −
𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦 gives the possibility to relax the original concept of DP against unlikely events. 

An unlikely event takes place if 𝑃𝑟[𝐾(𝐷) ∈ 𝑆]  ≤ 𝛿 is valid. When 𝛿 is negligible or equal to zero: It is 
called 휀 − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦 or (휀, 0) − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦.  When 𝛿 is set too high, too many 

events are unlikely and the privacy guarantee of 휀 can be misleading.  
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A randomised function 𝐾gives (휀, 𝛿) − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦if for all datasets 𝐷1 and 𝐷2  

differing on at most one element, and all 𝑆 ⊆ 𝑅𝑎𝑛𝑔𝑒(𝐾),  

𝑃𝑟[𝐾(𝐷1 ∈ 𝑆)] ≤ 𝑒𝑥𝑝(휀)  ∗ 𝑃𝑟[𝐾(𝐷2) ∈ 𝑆] + 𝛿 
(Dwork et al., 2006a) 

 
 
In general, DP can be achieved by adding noise. In order to randomise a function, noise can be 
added anywhere, e.g., in machine learning, the input can be distorted, noise could be added to the 
output or during the learning process. Epsilon (휀) defines how much noise has to be added.  
 
The Laplace and Gaussian mechanisms are among the most popular approaches to achieve DP. 

They are based on the idea of adding noise to the output of a function 𝑓: 𝐷 →Ｒ𝑘  . In the Laplace 

mechanism, for example, any function 𝑓: 𝐷 →Ｒ𝑘 fulfils 휀 − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 𝑝𝑟𝑖𝑣𝑎𝑐𝑦 if noise 𝑧 is added 

according to the Laplace distribution to the function 𝑓, with the parameter 𝑆𝑒𝑛 (𝑓)1| 휀 :  

 

For a function 𝑓: 𝐷 →Ｒ𝑘, the mechanism that returns 𝑓(𝐷) + 𝑧, where each 𝑧 𝑖 ∈ 𝑧 is drawn from 
𝐿𝑎𝑝(𝑆𝑒𝑛 (𝑓)1| 휀) satisfies 휀-differential privacy. 

(Dwork and Roth, 2014) 
 

𝑆𝑒𝑛 (𝑓)1is a sensitivity function, defining the amount of noise together with an epsilon (휀). 

Generally, sensitivity refers to the impact of a change in the underlying data set on the result of the 
query. In other words, the sensitivity describes how much a single element can change the output of 
the function. Global sensitivity refers to the consideration of all possible data sets differing in at most 
one element. Local sensitivity is the change in one data set with differing at most one element. 
  

Given a function 𝑓: 𝐷 →Ｒ𝑘, its sensitivity is:  
𝑆𝑒𝑛 (𝑓)1 = 𝑚𝑎𝑥𝐷1∼𝐷2 || 𝑓(𝐷1) − 𝑓(𝐷2) ||1 

where ||  ·  ||1 is the 𝐿1norm; 𝐷1 ∼ 𝐷2 means that the Database differs in only one tuple. 
(Dwork and Roth, 2014) 

 
Privacy comes at a cost: DP can result in a significant reduction of the accuracy of the model ruining 
its prediction capacity. One should acknowledge the tradeoff between privacy and utility of the model. 
Several works suggest how to calibrate the noise in differentially private algorithms to preserve the 
utility and keep sufficient privacy level (Dandekar et al., 2021) (Dwork et al., 2006b).  
 

5.2.2 Differential Privacy for Machine Learning 

DP is widely considered as a solution to privacy-preserving machine learning, as it can provide a 
provable privacy guarantee for individuals (Gong et al., 2020). One can utilize DP when training 
different machine learning algorithms, e.g. Naive Bayes (Vaidya et al., 2013), or Decision Tree 
(Jagannathan et al., 2009) (X. Liu et al., 2018). In such cases, one usually combines machine 
learning algorithms with Laplace, Gaussian or exponential mechanisms to achieve DP. Another 
approach to achieve DP is output or objective perturbation. The output perturbation mechanism can 
be implemented by adding noise to the model output. Objective perturbation is performed by adding 
noise to the objective function and optimizing the perturbed objective function. (Zhang et al., 2012) 
show an approach to achieving DP in linear and logistic regression with perturbing objective function 
by adding noise to its coefficients. (Chaudhuri et al., 2011) demonstrate how logistic regression and 
SVM can be combined with DP by applying output perturbation.  
 
To train a differentially private machine learning model one also can utilise a differentially private 
stochastic gradient descent (SGD) algorithm (Abadi et al., 2016). This algorithm uses DP by adding 
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noise to the gradient at each iteration of SGD. The Adaptive Laplace Mechanism (Phan et al., 2017) 
can be used to train differentially private artificial neural networks. The work of (McMahan et al., 
2017) shows that achieving differential privacy comes at the cost of increased computation, rather 
than decreased utility when there is enough data. They introduce a “noised version” of the federated 
averaging algorithm based on DP SGD (Abadi et al., 2016). They demonstrate that differentially 
private Long-Short-Term-Memory (LSTM) language models are quantitatively and qualitatively 
similar to models without DP when they are trained on a large dataset.  
 

5.2.3 Differential Privacy for Federated Learning 

DP was also considered in federated learning settings in several works. (Shokri and Shmatikov, 
2015) suggest using distributed selective SGD in collaborative learning. In selective SGD each client 
chooses a fraction of parameters to be updated and shared at each iteration. They use DP to 
randomly select a subset of gradients whose values are above a threshold, and share perturbed 
values of selected gradients. (Zhang et al., 2017) propose a method for privacy preserving multi-
party deep learning by applying differentially private randomization to local gradients. To improve 
the utility of the global model, they suggest ensuring that participating parties learn the global model 
only if a sufficient number of local models are aggregated. (Geyer et al., 2017; Zhang et al., 2017) 
suggest an algorithm allowing to hide clients’ contributions during training. They focus on protecting 
a single data point but rather ensuring that a learned model does not reveal whether a client 
participated in federated learning. They show that, with a sufficiently large number of participating 
clients, a client’s participation can be hidden while model performance is kept high in federated 
learning. (Wei et al., 2020) study differential privacy application in the federated learning setting. 
They suggest adding noise to the parameters at the client’s side before aggregating to ensure the 
privacy of the client’s data. They analyse convergence properties of federated learning with 
differentially private updates. They suggest a scheduling strategy for the updates finding the optimal 
number of clients needed to participate at each aggregation step.  
 
There are works suggesting frameworks which combine SMPC and DP for privacy preserving 
federated learning. (Chase et al., 2017) design a framework for privacy preserving collaborative 
learning of neural networks using DP and SMPC. In order to avoid dramatic degradation of global 
model accuracy, they suggest avoiding adding noise to each client’s updates. For that they utilise 
SMPC protocol to aggregate local updates and only then introduce random noise to the global model. 
(Truex et al., 2019a) also presented a hybrid approach for federated learning combining SMPC and 
DP.  The clients use a DP mechanism depending on a machine learning algorithm to add noise 
according to the privacy budget allocated at each step. Then noisy parameters are encrypted with 
homomorphic encryption and sent to a central aggregator. Due to homomorphic encryption, the 
aggregation of encrypted models happens and the aggregator queries a number of clients to decrypt 
the aggregate value. Due to adding DP, the system prevents privacy leakages even if parties actively 
collude.  
 

5.2.4 Summary and Integration in FeatureCloud 

Differential privacy allows preserving the global models obtained in a collaborative learning setting, 
and thus complements input confidentiality mechanisms. As making a specific algorithm (process) 
differentially private is heavily dependent on the nature of the algorithm, and parameters such as the 
sensitivity need to be derived specifically for each algorithm, it is difficult to generically make all 
possible FeatureCloud apps differentially private with the same flavour of a mitigation mechanism. 
Thus, we will pursue the following approach: 

● For commonly used algorithms, key elements of making the learning algorithm functionally 
differentially private will be provided. This means providing templates and mechanisms e.g. 
for differentially private optimising techniques such as stochastic gradient descent (Abadi et 
al., 2016), which can then be used in a multitude of learning algorithms (e.g. linear and logistic 
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regression, decision tree, support vector machine, or neural networks), and other frequently 
used estimation approaches (including expectation maximisation (Park et al., 2017)). Where 
applicable, these are provided as “compute modules” within the FeatureCloud system (cf. 
Section 5.3 in Deliverable “D7.3 Federated machine learning apps running in app store”) 

● Modules providing output differential privacy, e.g., on the learned model parameters, will be 
available for learning algorithms that cannot easily utilise the above mentioned functional 
(objective) differential privacy mechanisms. Instead, these will be available as a 
FeatureCloud app, to be applied on the output of the (local) app, i.e., on the learned 
parameters. The mechanisms provide include e.g., Laplacian noise adding mechanisms, 
which was shown to be asymptotically optimal in a high privacy regime (Geng and Viswanath, 
2016). The app developer will be responsible for identifying correct parameters (such as the 
desired ε, etc) when integrating the output differential privacy app.  

 

5.3 Defending against Data Exfiltration  
The FeatureCloud architecture ensures that the training data can reside in the original location (e.g., 
at the hospital gathering the patient data), as with federated learning, only intermediate models as a 
derivative form of this (local) data are exchanged. However, parts of the FeatureCloud platform, 
specifically the algorithms training on the participants’ local infrastructure, albeit executed in a 
secured environment, do still directly access data in their original, unabridged (i.e., not anonymised) 
form. Exfiltration of this data by components of the FeatureCloud platform is thus a risk to consider.  
Data exfiltration is an unauthorised movement (transfer) of the data or data theft. Data exfiltration 
attacks are usually referred to as attacks targeting web traffic, e.g. exploiting various network 
protocols (Van Antwerp, 2011), or vulnerabilities in Internet-of-Things devices (D’Orazio et al., 2017). 
Traditional attacks thus try to utilise a dedicated channel through which the data is exfiltrated, e.g., 
a connection to an external server where the data will be stored (through whichever protocol, e.g., 
SSH or FTP). However, in our mitigation strategy, also novel channels will be considered and 
mitigated against. 
 
While it can generally be assumed that the apps provided by the FeatureCloud consortium itself are 
trustworthy, the openness of the platform, where new apps can be developed by third parties and 
made available in the app store and subsequently be included in the analysis process, opens up 
potential attack vectors for “malware” apps that could try to exfiltrate the data. The FeatureCloud 
project will address this in several manners.  
 

5.3.1 Traditional Exfiltration Attacks 

On the one hand, the certification of apps that is envisioned for the FeatureCloud app store will be 
able to spot some of the malicious apps. However, the certification process might fail to spot all 
vulnerabilities. On the other hand, the KPIs identified in Deliverable D2.2 “KPIs and metrics for local 
execution platforms”, address this risk from a rather grey-box to black-box approach, in a way that 
is agnostic of the actual algorithm and implementation. As such, KPI3 “Privacy Requirements for 
Federated Algorithms Working on Patient Data” analyses the amount of exchanged data and can 
thus indicate anomalies, e.g., mass-exfiltration attacks. Further, local systems are encouraged to be 
tightened so that connections to external services are limited resp. well-controlled, and thus 
traditional exfiltration channels are not available. 
In this regard, many types of data exfiltration attacks can be mitigated by traditional security 
mechanisms, e.g., sandboxing (create an isolated environment), intrusion detection, regular 
monitoring network services to ensure that only known acceptable services are running at any given 
time, and firewalls blocking unauthorised access to resources and systems storing sensitive 
information. 
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5.3.2 Machine-Learning based Exfiltration Attacks 

Data exfiltration can be triggered by malicious third-party algorithms which are executed on (resp. 
have access to) the sensitive data in an otherwise secure environment. In the case of machine 
learning, a data owner might want to delegate model creation to a third party, or to use a third-party 
library, within the data owner’s environment. The attacker’s goal of such a data exfiltration attack is 
to extract information about the training data, using the trained machine learning model as a channel, 
as shown in (Song et al., 2017).  
 
We consider a scenario when an adversary has a direct influence on the training process but do not 
have access to the private data. The client wants to use a training algorithm as a service on sensitive 
data and keep the data private. The adversary modifies the algorithm to be malicious in order to 
perform memorization of the training data. During the training process, the malicious algorithm 
simultaneously trains a machine learning model whilst also encoding training data information into 
the model parameters. Thus, information hiding (steganography) methods are applied to hide the 
data to be exfiltrated in the machine learning model. Later, the adversary is able to exfiltrate private 
training data using this machine learning model. Steganography has been used for various use 
cases (Morkel et al., 2005), for example, as a method for communication of concealed information. 
Information can be hidden in various media types such as text (Por and Delina, 2008) or image data 
(Morkel et al., 2005) (Younes et al., 2008). Statistical models have been used to conceal secret data 
as well (Sallee, 2003), which is related to ML-based data exfiltration. 
 

5.3.2.1 ML-based Exfiltration in Federated Learning 

Applied to the setting of FeatureCloud, we consider a novel exfiltration attack that would utilise 
information hiding approaches to exfiltrate data among an existing, legitimate channel. Such a 
channel in a federated learning setting is the transmission of the learned (local) models from the 
participants to the global model.  
 
For extracting the data from the model in the subsequent stage, multiple scenarios are possible. The 
data encoding depends on the type of access the adversary has to the model once it is trained, and 
we can consider the following scenarios: 
 

● White-box access, i.e., full access to the model, including the learned model parameters. In 
this setting, the adversary can encode the training data directly into the machine learning 
model parameters by means of their malicious algorithm (Song et al., 2017). That can be 
done e.g. (i) by replacing the n least significant bits (LSB) of the parameters with the binary 
secret vector values, by correlating the parameters to the values of the secret vector, or (ii) 
by matching the signs of the parameters to the secret vector. The adversary then decodes 
the information hidden in the learned parameters, and reconstructs the training data or some 
parts of it. These techniques are closely related to steganography - a technique of concealing 
information within another object, e.g., text or image (Morkel et al., 2005). 
Depending on the encoding information, the attacker can embed one bit per parameter for 
the sign encoding approach, and n bits per parameter in the LSB encoding scheme. 
 

● Black-box access, i.e., only input-output (query-response) access to the model. In this 
scenario, the attacker only obtains the predictions from the model, but can arbitrarily choose 
the queries sent to the model. Instead of encoding the data to be exfiltrated directly into the 
parameters of the model, the attacker can only encode it into the responses of the model. 
One approach to utilise is thus by letting the model encode this information into specifically 
prepared queries. To this end, during training, the attacker synthesises these queries (data 
points), and each of these data points are labelled with (a part of) the secret. Once the 
adversary wants to gain access to the secret (i.e., the confidential training data), they 
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synthesise the same data points and return the learned prediction containing the information. 
The attacker can thus encode bits depending on the number of query-response pairs, 
depending on the type of output available. In case of a binary classification problem, and only 
receiving the final label, this allows one bit of encoding; a multi-class problem with just the 
label predicted allows the square root of the number of classes to be encoded per query-
response pair. If besides the label also the complete prediction vector (with e.g. the class 
probabilities) is available, more information can be encoded. 
The black-box access attack is to some extent similar to a data poisoning (backdoor) attack 
(Gu et al., 2017), as the attacker inserts specifically crafter images into the training set, with 
a desired specific outcome label (the bit encoding). 

 
In federated learning, the threat of data exfiltration can come from a malicious third-party algorithm 
used by the participants. The participants might use malicious algorithms to train a machine learning 
model on the private data. This algorithm encodes the training data into the local models. An 
adversary having access to the model can decode the information from the model and eventually 
access a participant’s private data. We can consider in principle two further access types: 

● Access to the local models (e.g., by a malicious central aggregator, or by other means of 
accessing a local model e.g., by eavesdropping on the transfer), which renders this setting 
the same as in a centralised learning (Song et al., 2017), and 

● Access to the global model, i.e., after aggregation, which also includes in principle every 
legitimate user of the model. 

 
The latter setting, i.e., data exfiltration via a global model in a federated setting, is still novel, and the 
scope of the threat and specific circumstances are investigated by the FeatureCloud project. Naive 
approaches are expected to fail, at least when the model that contains the embedded data 
represents just a small fraction of the overall federation, as aggregation of the local models will likely 
overwrite the embedded data. Methods that are also used in data poisoning (backdoor) attacks 
against federated learning, where specific clients “boost” their model updates so that they persist 
after the aggregation (Bagdasaryan et al., 2020) might however improve an attacker's chance. 
Further, related work so far has only considered image and textual data, but not tabular (structured) 
data. 

 

5.3.2.2 Defences against ML based Data Exfiltration 

As a first aspect to fully understand the potential threat, the capacity and accuracy of data exfiltration 
attacks utilising the learned model as a channel will be assessed. The effects that this encoding has 
on the performance (effectiveness) of the original model will be assessed as well. The attacker's 
goal is to keep that performance as close as possible to an untampered model, as a too large 
decrease in performance might be an indicator for malicious behaviour. It is expected that utilising 
higher capacity (e.g., using more or even all parameters to encode data in the white-box setting, 
utilising more than just one LSB, and more query-response pairs) will have an adverse effect on the 
performance of the model, and thus be easier to detect. 
 
As mitigation mechanism against this specific form of data exfiltration via learned models, the 
FeatureCloud platform will provide generic methods to post-process models before they are further 
made available. The white-box attack using LSB encoding can be defended against by perturbing 
(or deleting) a number of LSBs. Against sign encoding, flipping the sign of some parameters might 
sufficiently remove the information from the parameters. For black-box based attacks, due to their 
nature, defences similar to those frequently employed to spot backdoored models might be viable 
(Tran et al., 2018) (K. Liu et al., 2018) (B. Chen et al., 2018). These defences can be applied either 
on the local or the global model - or on both. The expected impact of the defences on the 
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performance of the models needs to be investigated, to allow an informed decision on the desired 
strength of the defence. 
 
Data Exfiltration via learned models can be called to be based on intentional memorization. It is 
important to differentiate between intentional memorization and unintended memorization. The 
latter causes models to retain certain characteristic training data without specific intervention of an 
attacker. E.g., (Carlini et al., 2018) claim that generative sequence models including language 
models tend to memorise infrequent or unique sequences in the training data. The attacker in this 
case does not have any influence on the algorithm, but tries to extract data that was memorised by 
chance. An important point to consider is the relation to overtraining (Yeom et al., 2018). (Thakkar 
et al., 2020) further suggest that federated learning reduces unintended memorization through user-
based data clustering and through the use of the averaging algorithms. It has to be investigated 
whether similar observations also hold true for intentional memorization.  
 

5.3.3 Summary and Integration in FeatureCloud 

Defending against data exfiltration attacks in a setting as complex as FeatureCloud is not trivial.  
Adversaries focus not only on exfiltrating private information, but also on concealing this process. 
Thus, a multitude of defences needs to be available. To summarise, the following mitigation 
mechanisms will be deployed: 

● Code inspection of apps from the app store, which will allow discovery of (some of) the apps 
that use malicious code used for exfiltration  

● Hardening of local machine setup (restricting external connections, ….) according to best-
practises 

● Monitoring for anomalous behaviour, e.g., the KPIs discussed in Deliverable D2.2 
● Defending against utilising the learned models as exfiltration channel, e.g., modifying least 

significant bits before sharing models’ parameters (Song et al., 2017). 
 

5.4 Model IP protection by watermarking & fingerprinting 
Besides attacks on data confidentiality, also the learned models themselves might be targets of 
attacks, as they may represent a significant value, given that the resources (input training data, 
compute resources, domain and expert knowledge, …) required to obtain these models are 
themselves rare and valuable. Thus, the learned models constitute intellectual property, and parties 
who create and train the model might want it to be protected from misuse.  
 

5.4.1 Threat Model 

To define a threat model, we first need to understand the motives of an attacker (or adversary or 
malicious user). The model owner, i.e., the person that invested resources to obtain a ML model for 
a specific task, wants to offer the model to some target audience for use. 
 
Attackers might want to obtain these models from legitimate sources, to use them for their own 
purposes, or offer services based on the models to third parties, e.g., for monetary reasons. The 
most prominent reasons for an attacker to re-distribute a model would be (i) no (or not enough) 
training data, expertise, time or computational power to train such a model themselves, and/or (ii) 
the unwillingness to agree with the licence terms of the obtained model or the fees for using Machine 
Learning as a Service (MLaaS). 
 
As a threat model, we consider the following situations: 

● Legal copy: The model owner distributes the model publicly, either for free, but with a 
restrictive licence, or for a fee. The attacker then obtains this model, and re-distributes it via 
a lucrative API service. 
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● Illegal copy: The model owner distributes the model as a pay-per-query API service. The 
attacker then performs a Model Extraction Attack and provides his own lucrative API service. 

 
Regardless of how the attacker obtained the model, in both cases, the IP of the model owner is 
illegally utilised. Later on, for both cases, we will discuss methods to protect the IP of the model 
owner. It is important to differentiate between those two cases, as this has a large impact for selecting 
potential defence mechanisms.  
 

5.4.2 Watermarking, Fingerprinting and other information hiding techniques 

One option to deter misuse is the reactive defence mechanism of model watermarking and 
fingerprinting. If an adversary uses an unauthorised model, the owner of this model can prove the 
ownership of the model by watermark. 
 
Digital watermarking is a procedure of embedding a piece of signature in the data, e.g. multimedia 
intellectual property (Kahng et al., 1998) or relational database (Kamran and Farooq, 2018), to deter 
malicious usage and claim ownership of intellectual property. While also perceptible watermarks 
exist, often to make illicit use undesirable, such as superimposing logos or copyright notices in stock 
photo images, or video, often this signature is intended to be unnoticeable. The watermark should 
further be robust, i.e., it should be embedded in such a way that no algorithm can remove or overwrite 
the watermark, at least not without a significant cost. More recent digital watermarking techniques, 
e.g. for images, make use of deep learning techniques in the embedding process (Zhong et al., 
2020); similarly, attacks targeted to remove such watermarks are increasingly using deep learning 
(Sharma and Chandrasekaran, 2020). 
 
We consider fingerprinting as an extension of watermarking. While watermarking has the purpose to 
verify the owner of a digital resource, fingerprinting wants to trace back to the (malicious) recipient 
of the resource. Therefore, fingerprinting techniques should be capable of embedding multiple, but 
unique, marks to identify the recipient. Similar to watermarking, fingerprinting is already widely 
introduced in multimedia areas like images, audio and video (Lach et al., 1998), relational databases 
(Yingjiu Li et al., 2005), and other digital data types. 
 
Digital watermarking and fingerprinting are a form of steganography or information hiding, i.e., the 
practice of concealing a message within another message, but we want to point out that there are 
several other connotations of watermarking, and generally information hiding, along the machine 
learning process, as depicted in Figure 4. 
 

 
Figure 5: Different notions of information hiding along a model learning process 

 

https://www.zotero.org/google-docs/?FXEMlc
https://www.zotero.org/google-docs/?ktWqCO
https://www.zotero.org/google-docs/?yYzTXD
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https://www.zotero.org/google-docs/?GcDU7b
https://www.zotero.org/google-docs/?IBBbk6
https://www.zotero.org/google-docs/?ZjdvWy
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Sablayrolles et al. (Sablayrolles et al., 2020) propose a technique that traces data usage; it marks 
(training) data in a special way, so that a model trained on that data will bear a watermark that can 
be identified (cf. (1) in Figure 5). Watermarking instead considers models as the objects that need 
protection and in which the watermark is embedded (cf. (2) in Figure 5).  
(Abdelnabi and Fritz, 2020) propose a special form of watermarking. Their scheme is not 
watermarking a model, but the output of a (text) generating model (cf. (3) in Figure 5)). They assume 
that an attacker could use the model for generating whole articles. In such a case, the watermark 
can be extracted from the generated text and prove illegitimate usage of the model. 
In some settings, it is further considered that a marked output (prediction, or data) is generated with 
the explicit goal to trace usage of this data, e.g., for training by an attacker (cf. (4) in Figure 5). This 
is a special form of (1), as the data origin is different, and of (2), as the attacker’s model is implicitly 
marked. 
Model-based data exfiltration methods discussed in the previous section are also based on 
information hiding. The difference to watermarking however is in the purpose: for data exfiltration, 
information hiding conceals the malicious activity; for watermarking, the hidden information allows 
for ownership verification, and thus deter malicious activity (cf. (5) in Figure 5). 
 
Almost all works on watermarking have focused on neural networks, especially on deep learning 
approaches such as Convolutional Neural Networks (CNN) or Recurrent Neural Networks (RNN). 
This can be explained by the fact that these generally are among the most complex models to learn, 
and thus require the most data, compute and other resources to be effectively trained - they thus 
constitute the most valuable models. 
 

5.4.3 Attack model 

Let us assume that the attacker obtains a legal copy of the target model, and either knows or 
assumes that the model has a watermark in place. We consider the following cases. 

● Watermark detection: The attacker wants to detect the watermark in order to check for the 
existence of a watermark, in order to perform a targeted watermark removal or overwriting. 
If the watermark is not secured with additional mechanisms (e.g., a private key for extraction), 
the attacker could also claim ownership. 

● Watermark overwriting: The attacker wants to overwrite the existing watermark by placing 
an own watermark and making the model owner's watermark useless. 

● Watermark invalidation: The attacker wants to disable the watermark function, without 
actually removing it from the model, so that it cannot be verified.  

● Watermark removal: The attacker wants to modify the model in a way such that the model 
owner's watermark extraction algorithm will no longer result in proving correct ownership. 

 
Most of these attacks are also valid against fingerprinting. 
 

5.4.4 Evaluating of Watermarking & Fingerprinting 

A watermarking scheme should fulfil a couple of requirements. Literature is not coherent in the 
naming of these requirements of watermarking (and fingerprinting) algorithms, and we therefore aim 
at providing a common nomenclature. To this end, we collect all the requirements that were proposed 
in the papers included in our literature review and list them in Table 1, identifying also terms used as 
synonyms in literature. 
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Property Description Other terms used in literature 

Effectiveness The model owner should be able to prove ownership 
anytime and multiple times if needed 

Authentication, Functionality 

Fidelity The accuracy of the model should not be degraded 
after embedding the watermark 

Functionality-preserving, 
Loyalty, Utility2 

Robustness The embedded watermark should resist a designated 
class of transformations 

Unremovability 

Security The watermark should be secure against brute-force or 
specifically crafted evasion attacks 

Secrecy, Unforgeability 

Legality An adversary cannot produce a watermark for a model 
that was already watermarked by the model owner 

Ownership piracy resilient, non-
ownership piracy 

Integrity The watermark verification process should have a 
negligible false positive rate 

Low false positive rate, non-
trivial ownership, Uniqueness 

Reliability The watermark verification process should have a 
negligible false negative rate 

Credibility 

Efficiency The watermarking embedding and verification process 
should be fast 

 

Capacity The watermarking scheme should be capable of 
embedding a large amount of information 

Payload 

 
Table 1: Requirements for Watermarking techniques. The notation is not consistent throughout the papers, 

but the terms in the left column are the most prominent ones. These requirements mostly apply also to 
Fingerprinting methods 

 
 
The most important requirements are: 

● Effectiveness: the watermark shall be embedded in a way that the model owner can prove 
ownership anytime 

● Fidelity: the model's accuracy shall not be degraded because of the watermark embedding, 
and  

● Robustness: the watermark embedding should be robust against several kinds of attacks, 
including fine-tuning, model compression and other, specifically crafted attacks. 

 
Note that non-trivial ownership is sometimes used as a synonym for integrity, meaning that innocent 
models are not being accused of ownership piracy, but also as a requirement that an attacker cannot 
easily claim ownership without knowing the watermarking scheme and embedded watermark. 
Moreover, authentication is more a subset of effectiveness than a real synonym since it only requires 
that there is a provable association between an owner and their watermark. Feasibility is used as a 
combination of robustness and effectiveness (Li et al., 2019), and correctness as a combination of 
effectiveness, reliability, and integrity (Lukas et al., 2020). Fingerprinting should fulfil two more 
requirements: uniqueness - the fingerprint can be uniquely identified with the user, and scalability 
- the fingerprinting scheme should be able to embed multiple fingerprints. 
  

 
2In Image watermarking: Transparency. In Relational Data watermarking: Usability 
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We note that all currently known schemes fulfil the above-identified most important requirements of 
fidelity, effectiveness and robustness, except for (Guan et al., 2020), which on purpose gives up on 
robustness in favour of reversibility: the authors point out that the application of their scheme is not 
IPP, but integrity authentication, and that all existing watermarking methods are irreversible - once 
the watermark is embedded, it cannot be removed to restore the original model without degrading 
the model's performance.  
They argue that irreversible watermarking schemes alter the signature of a model, which could have 
severe consequences especially in applications for e.g., the medical or defence domain. To make 
the scheme reversible they sacrifice on the robustness requirement, inspired by traditional image 
integrity. For the method of (J. Zhang et al., 2020), the fidelity requirement does not apply, since it is 
not well-defined for image processing. To determine for a model that outputs an image (or other 
complex data) whether a watermarked version of such a model is comparable to the original one, 
one would need to define a similarity measure to compare if the two outputs are equivalent. 
 

5.4.5 Watermarking process 

The process of watermarking starts with watermark embedding, when the watermark is placed into 
the digital object, e.g., the machine learning model. This can be performed, e.g., via fine-tuning. Then 
follows watermark extraction to identify if any, and which watermark is placed.  
Watermark extraction is the process in which the embedded watermark is extracted from the 
model, but neither in a permanent (which is called watermark removal) nor in a malicious way (which 
is called watermark detection).  
Finally, during watermark verification, the extracted watermark is compared to the model owner’s 
watermark in order to prove ownership. Following certain rules (e.g., thresholding the watermark 
accuracy or (bit) error rate), it is then decided if the watermarks are the same. 
 

 

 
(a) 

 
(b) 

https://www.zotero.org/google-docs/?dpYsof
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Figure 6: Typical workflows for (a) white-box watermarking and (b) black-box watermarking 

 
Watermarking methods vary depending on the model access, as shown in Figure 6: 

- White-box approaches embed the watermark in the model parameters or other model 
characteristics. White-box means that the model owner needs access to the adversary model 
parameters or other model characteristics, in either step of the IPP method process, i.e., also 
during watermark extraction and verification. With that in mind, the model owner would need 
to get the stolen copy from the attacker for the watermark extraction process. This scenario 
seems unrealistic in most settings (e.g., an attacker offering an API service based on the 
model never discloses the model itself). 

- Black-box mechanisms generally only need access to the model's prediction, e.g., via an 
API service, to observe matching input and output from the model, using it in a similar fashion 
as an oracle. Black-box watermarking tends to be more popular, as the model owner can 
verify ownership with as little as a set of trigger inputs and the corresponding responses of 
the adversary model. Most black-box models rely on a trigger set, which contains selected 
inputs and the expected response pairs. 

 

5.4.6 White-Box Model Watermarking 

The first framework for embedding a watermark into a DNN was proposed by (Uchida et al., 2017). 
They follow the idea of embedding a signature into the model, particularly in the DNN's weights.  
While it would be possible to directly alter the model's parameters, as it would be done for 
watermarking relational data, this would degrade the model's performance. Thus, the model is 
trained with a regularized term, which balances learning an effective model and embedding the 
signature.  
(Rouhani et al., 2019) proposed a watermarking framework which proves to be more robust against 
watermark removal, model modifications and watermark overwriting. The method is as well 
regularized based, but encodes the signature in the probability density function (PDF) of activation 
maps obtained at different DNN layers, by one additional regularisation term that ensures that 
selected activations are isolated from other activations, to avoid creating a detectable pattern of 
alterations. The authors say that the scheme is both white-box and black-box, depending on which 
layers are available for watermark extraction. 
(Wang and Kerschbaum, 2020) generalised both of the above presented algorithms into a white-box 
scheme. They show that the previous schemes are vulnerable to watermark detection, as the weight 
distribution deviated from those of non-watermarked models. The authors claim that this arises from 
the additive regularisation loss function(s). Therefore, they propose a new scheme that is particularly 
robust against detection attacks. Inspired by the training of GANs, they train a watermarked target 
DNN, which is competing against a detector DNN that aims to discover whether a watermark is 
embedded. While the above mechanisms were developed for models operating on image data (and 
thus mostly CNNs), Automatic Speech Recognition (ASR) has been considered as another modality 
(Chen et al., 2020). 
 

5.4.7 Black-Box Model Watermarking 

Black-box watermarking methods need only querying access to the model during watermark 
extraction and verification. Two proposed black-box mechanisms (Jia et al., 2020) (Szyller et al., 
2020) address the second threat model case (illegal copy), the other primarily address the first case 
(legal copy); the latter all use backdoors embedded via data poisoning as the watermark. The 
backdoor consists of a so-called trigger set of input-output pairs, which are only known to the 
backdoor creator (in most cases, the model owner), and triggers a behaviour that is not predictable 
by others. 

https://www.zotero.org/google-docs/?bdqfwA
https://www.zotero.org/google-docs/?v8LkBw
https://www.zotero.org/google-docs/?P4kTvU
https://www.zotero.org/google-docs/?J4AmzC
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https://www.zotero.org/google-docs/?DS4JkW
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Existing black-box watermarking methods concentrate on either creating suitable trigger images 
(inputs) or the output for the trigger image. Depending on the scheme, different triggers are used for 
watermarking:  

● Out-of-distribution (OOD) triggers are completely unrelated to the dataset, for example 
abstract images in a handwritten digit dataset. 

● In-distribution triggers are taken from the original training dataset and re-labelled wrongly. 
● Pattern based triggers originate from the training dataset, but are marked with a pattern, 

e.g., logo, text or other designed pattern on an image - comparable to patterns embedded in 
images for "conventional" data poisoning attacks (e.g., (Gu et al., 2019)). 

● Noise based triggers are taken from the training dataset, but with added noise (i.e., no 
systematic pattern). For image or video data, they can be either visible or invisible to the 
human eye. 

● Perturbation based triggers are slightly perturbed images and lie near the classification 
boundary, thus when re-labelled, they force the model to slightly shift its classification 
boundary. 

Similar to embedding backdoors as an attack to reduce the availability or integrity of a model, the 
main objective in watermarking is that the model will accurately behave on the main classification 
task, but will fail the classification on the trigger images in the way the model owner has designated. 
As there is a wealth of available techniques, we discuss only a relevant subset here. The interested 
reader is referred to e.g., (Lederer et al., n.d.) for a current survey on methods. 
 
(Zhang et al., 2018) proposed the first black-box watermarking scheme in 2018 and introduced three 
types of trigger images: unrelated (OOD), content (pattern) and noise. Their work forms the basis for 
many following papers. Similar to and shortly afterwards, (Adi et al., 2018) proposed to include 
abstract images as triggers in the training dataset. Those abstract images are completely unrelated 
to the main classification task of the trained model; thus, it is highly unlikely that a model that has 
not seen this data point (i.e. one not watermarked) will label it as the designated class, and cause a 
false positive. 
An improved pattern-based technique was proposed by (Li et al., 2020). They show that the schemes 
by Zhang et al. and Adi et al. are vulnerable to ownership piracy (i.e., an overwriting attack, in which 
an attacker aims to embed his own watermark into an already watermarked model. They propose a 
watermarking scheme that is especially robust against such attacks using a so-called dual 
embedding: the model is trained to classify (i) data with a pre-defined binary pattern correctly (null 
embedding), and (ii) data with an inverted pattern (binary bits are switched) incorrectly (true 
embedding). They observe that null embedding does not degrade the model's accuracy if the number 
of pixels in the pattern is sufficiently small, and that once a model is trained and null embedded, an 
adversary cannot null embed a pirate pattern without largely degrading the model's classification 
accuracy. Furthermore, they evaluate the robustness against Model Extraction Attacks, and 
conclude that, with enough (at least the same amount of) in-distribution data, the attacker is able to 
make a copy of the model without the watermark. For out-of-distribution data, the attacker would 
need 12.75 times more input data to reach similar accuracy. 
 
As an in-distribution mechanism, (Namba and Sakuma, 2019) proposed an attack, called query 
modification, that investigates the query for trigger images in order to invalidate the watermark. With 
that in mind, they propose a scheme that is more robust especially against query modification but 
also model modifications like fine-tuning and model compression (e.g., pruning). The query 
modification as an attack exploits the fact that trigger images differ from original training images. 
Therefore, they propose to use trigger images that are selected from the training sample distribution. 
The trigger images are thus undetectable; however, the model is more likely to overfit to the (on 
purpose) wrongly labelled triggers, and thus more susceptible to removal attacks via e.g., pruning. 
The authors want to counter pruning by ensuring that the predictions do not depend on a large 
number of small model parameters that would likely be pruned. Thus, the model is first trained as 

https://www.zotero.org/google-docs/?0Qrp5f
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https://www.zotero.org/google-docs/?rmrSD1
https://www.zotero.org/google-docs/?faQXPV
https://www.zotero.org/google-docs/?HcKT71


 

D2.4 Set of (novel) attack vectors and 
countermeasures 
  

 
 

 

 

 
This project has received funding from the European Union’s Horizon 2020 research 
and innovation programme under grant agreement No 826078. 

 
Page 33 of 43 

 

usual with the original training set. Then, the watermark is embedded by exponentially weighting the 
parameters and training the model on the union of the original dataset with the trigger set, which 
enforces the predictions to depend on a small number of large parameters instead. 
 
A perturbation-based black-box scheme was proposed by (Merrer et al., 2019). The goal is to slightly 
shift the decision boundary of the model, by generating adversarial examples (Szegedy et al., 2014) 
for images close to the boundary, and changing the class for those adversaries to the neighbouring 
class. After fine-tuning the model, the decision boundary is adapted. 
 
(Guo and Potkonjak, 2018) proposed to embed a pattern into the trigger images that can be clearly 
associated with the model owner's signature, e.g., a logo. The pattern should be embedded with little 
visibility so that the original model would still classify the trigger images to its original labels. The 
signature is used as a key to determine the pattern and then embedded in the image. 
 

5.4.8 Evaluation of watermarking schemes 

(H. Chen et al., 2018) performed an evaluation of fidelity of the models, as well as estimating the 
robustness against three attacks (model fine-tuning, parameter pruning, and watermark overwriting). 
It is worth noting that this is not an independent comparison, since the authors are also the authors 
of one of the considered watermarking methods, DeepSigns (Rouhani et al., 2019), which performs 
best in most of the results. As mentioned above, DeepSigns can be implemented as both white-box 
and black-box and therefore they are comparing it to one other white-box and three black-box 
methods. Even though the method can be considered as black-box, it is not backdoor-based and 
relies on the prediction vector for watermark verification, which might not be available in all settings. 
 
In general, black-box watermarking schemes allow a wider application, as they are not limited to a 
specific access setting (i.e., they can be used in both black-box and white-box access). Thus, we 
selected and compared six different black-box watermarking schemes, namely (Zhang et al., 2018), 
(Adi et al., 2018), (Li et al., 2020), (Namba and Sakuma, 2019), (Merrer et al., 2019), and (Guo and 
Potkonjak, 2018). We use four different datasets: two datasets (MNIST and CIFAR-10) for training 
the models, and another two datasets (EMNIST and CINIC-10) for carrying out the fine-tuning 
attacks. We evaluate a range of parameters, including the size of the trigger set, which is rarely done 
in literature: 

● Complexity of the model architecture: we choose eight state-of-the-art CNN architectures, 
inspired by the experimental setup in the papers proposing the mechanisms, namely 
SimpleNet and LeNet-1/3/5 for MNIST and DenseNet, ResNet-18/34/50 for CIFAR-10. 

● Dataset characteristics: size of training set and images, and representation properties. We 
have chosen two datasets which both have a similar size of training set and a similar (small) 
size of images; we choose one RGB and one greyscale dataset. 

● Size of trigger set: we vary between three trigger set sizes, i.e., 0.04%, 0.2% and 1% of the 
training set. 

● Embedding type: we use two embedding types. Embedding from scratch - training the model 
on the union of the training dataset and the trigger set from the very beginning of training; 
and embedding on a pre-trained model - embedding the watermark as a fine-tuning step after 
training the model only on the original data. 

● Complexity of attacks: we choose two common attacks, i.e., parameter pruning and fine-
tuning, to test the robustness. The EMNIST and CINIC-10 datasets are used to simulate an 
attacker with a similar dataset. 

Our evaluation shows a number of interesting trends, and allows us to recommend fitting schemes. 
 
We tested fidelity for all watermarking methods and architectures and can clearly say, at least for 
MNIST, a more complex model is able to hold more watermark information without compromising 
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test accuracy, as we see on SimpleNet compared to the other architectures. SimpleNet is a very 
complex model for classifying grayscale images. But also comparing LeNet-1 and LeNet-3/5, we can 
see that a more complex model is less affected by a bigger trigger set. 
 
For models trained on CIFAR-10, however, we do not see a clear trend. The test accuracy difference 
on ResNet-18/34/50 across the trigger set sizes is more or less the same. However, perturbation 
based and in-distribution methods perform worse on DenseNet, which could be related to 
DenseNet's small size. 
 
The trigger set size does not influence the effectiveness of the watermarking methods. All 
watermarking methods reach 100%, or almost 100%, watermark accuracy, except for the 
perturbation-based method on the LeNets. Regarding fidelity, only smaller models trained on MNIST 
are influenced by the trigger set size.  
 
Regarding robustness against pruning, the trigger set size has some influence. For most of the 
architectures and most of the methods, a bigger trigger set size is less robust. We speculate that a 
larger trigger set size increases the weights responsible for the original task in order to still be able 
to classify correctly on the original task, i.e., to cope with the influence of the trigger images. 
 
For fine-tuning with a larger learning rate, no watermarking method could survive this type of attack. 
The models have a watermark accuracy mostly below 20% after the fine-tuning attack with a larger 
learning rate. With a smaller learning rate, however, we can again say, as with pruning, that a larger 
trigger set size leads to a higher watermark accuracy drop. The exception to this trend is SimpleNet, 
where a higher trigger set size leads to more robustness against fine-tuning, which could be related 
to SimpleNet's high complexity compared to the classification task. 
 
However, we would have rather expected larger trigger sizes to have a positive effect on the 
effectiveness, as the model is trained on more data regarding the watermark. As we observe this 
odd behaviour only on (Merrer et al., 2019), this could be related to the perturbation-based trigger 
images and the magnitude of the perturbation. As perturbation-based trigger images are very much 
dependent on the model, this might imply that fine-tuning this hyperparameter needs to be done for 
each model type. 
  

5.4.9 Summary and Integration in FeatureCloud 

Watermarking of machine learning models can serve as a reactive method, to prove illicit use of a 
trained model once such a suspicion has surfaced. Several state-of-the art methods were analysed 
regarding effectiveness, fidelity and robustness based on several experiments with well-known Deep 
Learning (DL) architectures on widely used benchmark datasets. Large-scale evaluation shows that 
this defence mitigation mechanism comes at a low cost of effectiveness of the model on the original 
task (around 1%), and most methods are relatively robust against attacks, especially if the attacker 
is not in possession of a similar enough data set. 
 
For the FeatureCloud platform, model watermarking is available as an app that can be utilised to 
post-process a model after training to embed a watermark into. It thus choses the approach to fine-
tune already trained models, instead of performing embedding during the regular training. This allows 
for a relatively easy integration without setting restrictions on the original training algorithm. However, 
as the fine-tuning embedding is in most cases a bit less effective, also templates for integrating the 
embedding in the initial training are available. 
 
The main goal of the watermarking app is to provide IP protection for the global model. However, 
local models can also be watermarked, before being sent to the aggregation. 
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Several watermarking methods are made available within the FeatureCloud app. Depending on the 
exact setting, some might be more optimal to choose than others. 
 
OOD methods ((Adi et al., 2018) and (Zhang et al., 2018) in the OOD variant) need a dedicated 
trigger set, not derived from the training data; this means that for potentially each watermarking 
setting, a specific trigger set needs to be compiled. Thus, methods based on in-distribution data or 
those that derive the trigger images from training data (via perturbation, etc.) have a certain 
convenience advantage.  
 
For those model owners that are interested in fingerprinting, we believe that the most fitting methods 
would be (Zhang et al., 2018) with their pattern approach, (Guo and Potkonjak, 2018) and (Li et al., 
2020), as the watermark generation can be easily customised, in order to embed unique watermarks 
for multiple users. 
 
Future work regarding watermarking will include adapting and developing methods for other model 
types besides neural networks, as well as adapting and evaluating methods for fingerprinting. 
 
 

6 Conclusion 
This deliverable discussed mitigation mechanisms that are considered for the FeatureCloud platform 
to address the threats specific to machine learning and federated learning, originating both from the 
risk assessment performed in Deliverable D2.1 “Risk assessment methodology” as well as the 
objectives set in the FeatureCloud research proposal. The mitigations primarily address four different 
threats to confidentiality to data and information along the federated learning process performed in 
FeatureCloud. These include: 

● The confidentiality and privacy of inputs to the federated learning resp. the model 
averaging. While this data is already an abstraction of the original, raw data held locally, 
recent studies have shown that it is still possible to infer information about the training data 
from these models, such as membership inference. Thus, to rule out misuse by the 
coordinator averaging the models, Secure Multiparty Computation (SMPC) has been 
selected as a strategy to protect the inputs from a global coordinator. 

● The output of the aggregation process, i.e., the global model, can suffer from the same issues 
as local models, i.e., it might be that information on the training data can still be inferred 
therefrom. While SMPC protects the inputs, which subsequently do not need to be published 
anymore, the result of this aggregation is then shared with multiple parties - the participants 
of the learning process, but also users that want to employ the model in e.g., a predictive 
task. Thus, the output of the learning process needs to be protected as well. Attacks are 
often very specific to the data, models and other parameters, as a generic solution to this. 
Thus, the platform will thus provide differential privacy that can be integrated in workflows 
running within FeatureCloud. 

● Theft of input data can happen where the apps get access to the data in the local execution 
environments. Here, the platform will build on a series of defences, built on (i) 
recommendation to isolate and sandbox the apps, to (ii) monitoring of the amount of data 
transferred, and (iii) monitoring of the content of the data transferred to the global model, to 
detect attacks that use the model as channel for exfiltration. 

● Theft of intellectual property can occur if attackers try to make illicit use of the models 
trained collaboratively. Especially if complex models are trained, or the training data is rare, 
the resulting (global) model constitutes a valuable asset. Illicit use should be deterred, for 
which we provide a generic app within the FeatureCloud environment to watermark models. 
This reactive method then allows to gather evidence when illicit use is suspected. 
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This document, and the implemented mechanisms, will be constantly monitored within the 
corresponding work package for new and novel vulnerabilities and attacks. If required, they will be 
updated to the current threat landscape, and extended by novel mitigation mechanisms. Further, 
currently provided mechanisms will be extended to novel types of analysis mechanisms not yet 
considered, e.g., different types of models.  
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8 Table of acronyms and definitions  
 

AI Artificial Intelligence 

BB Black Box 

CIA Confidentiality-Integrity-Availability 

concentris concentris research management GmbH 

DP Differential Privacy 

FP Fingerprint 

GND Gnome Design SRL 

KPI Key Performance Indicator 

ML Machine Learning 

MS Milestone 

MUG Medizinische Universitaet Graz 

Patients In this deliverable, we use the term “patients” for all research subjects. In 
FeatureCloud, we will focus on patients, as this is already the most vulnerable 
case scenario and this is where most primary data is available to us. Admittedly, 
some research subjects participate in clinical trials but not as patients but as 
healthy individuals, usually on a voluntary basis and are therefore not dependent 
on the physicians who care for them. Thus, to increase readability, we simply 
refer to them as “patients”.  

RI Research Institute AG & Co. KG 

SBA SBA Research Gemeinnutzige GmbH 

SDU Syddansk Universitet 

SMPC Secure Multiparty Computation 

TUM Technische Universitaet Muenchen 

UHAM University of Hamburg 

UM Universiteit Maastricht 

UMR Philipps Universitaet Marburg 

WB White Box 

WM Watermark 

WP Work package 

 
 


