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1 Table of acronyms and definitions

BFT Byzantine-Fault-Tree
concentris concentris research management gmbh
.csv comma-separated-values (text file format)
D Deliverable
FHIR Fast Healthcare Interoperability Resources
GDPR General Data Protection Regulation
i2b2 Informatics for Integrating Biology to the Bedside
ICD International Classification of Diseases
LOINC Logical Observation Identifiers Names and Codes
ML machine learning
MS Milestone
PAML privacy-aware machine learning
Patients In this deliverable, we use the term “patients” for all research subjects. In

FeatureCloud, we will focus on patients, as this is already the most vulnerable
case scenario and this is where most primary data is available to us.
Admittedly, some research subjects participate in clinical trials but not as
patients but as healthy individuals, usually on a voluntary basis and are
therefore not dependent on the physicians who care for them. Thus, to
increase readability, we simply refer to them as “patients”.

SBA SBA Research Gemeinnützige GmbH
SHRINE Shared Health Research Information Network
SNOMED CT Systematized Nomenclature of Medicine Clinical Terms
UHAM University of Hamburg
UMR Philipps Universität Marburg
WP Work package
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2 Objectives of the deliverable based on the Description of Action
(DoA)

The main objective of WP6 is on blockchain and user right management.

“Most important for the global success of a machine learning platform requiring user consent is the
ability of users and data owners to control the data introduced, while allowing data discovery in a
privacy-preserving manner. This is especially important in order to integrate as many federated
machine learning nodes as possible, while being aware of privacy rights and regulations, especially
the General Data Protection Regulation (GDPR) and regulations for medical data. In order to reach
these goals, we will conduct research into blockchain-based technologies, especially so-called
Byzantine-Fault-Tree (BFT) blockchains, in order to provide user rights management, consent and
data discovery mechanisms.”

This deliverable is about the Global discovery mechanism based on blockchains. It is partially
related to objective 4 of this work package, which aims “to provide a global blockchain-based
mechanism that allows for the exchange of analysis-relevant meta-information while
respecting patient privacy”.

It is further partially related to task 4 of this work package, Enabling Global Discovery by
facilitating data sharing:

“In this task the previously developed blockchain-based user-rights-mechanisms will be extended
with additional metadata which helps to describe an information particle without revealing sensitive
information (SBA, RI). This will foster global discovery, allowing many partners to share metadata
like data classification or consent/sharing rights, without requiring consent to do this. Furthermore,
SBA and UHAM will define methods for enabling patients to participate in this process by actively
allowing them to apply changes. During the prototype phase, it will also be considered which level
of detail will be appropriate for non-expert users in order to be able use the FeatureCloud platform
(MUG, UHAM).”

This project has received funding from the European Union’s Horizon 2020 research
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3 Executive Summary

In many analyses, investigators do not know who else is in the possession of suitable data to carry
out a specific study, thus not allowing them to assess the feasibility of a study up-front. Therefore, a
mechanism for global discovery of suitable data, to assess these numbers is of great relevance
to a platform like FeatureCloud.

The initial solution foreseen was to utilise blockchains to share meta-information on the data that
would allow answering these feasibility questions, without revealing sensitive information. This
would integrate with the block-chain based consent management to allow discovery of data that
can be leveraged for further analysis.

During the project, it has shown to be infeasible to manage the user consent via blockchain,
due to data confidentiality concerns as detailed in Deliverables D6.2 and D6.5; managing consent
thus stays a matter of the local participants, either managed directly by them, or the patients
themselves, but outside of the blockchain, as only management transactions of the consent are
committed to the blockchain. Checking for consent before the data are used in analysis is also a
matter of the local participants.

Analogous to this considerations, data discovery via the blockchain itself was considered
problematic, as it would either require meta-data on the micro-level of the individual patient, which
is a large amount of data, and which could further enable inference attacks, or to pre-compute
statistics for the available demographic, medical or other criteria, which is intractable for any
reasonable number of criteria. Therefore, the consortium decided to provide a federated querying
mechanism instead to assess feasibility of studies and to enable global data discovery.

This federated querying system was implemented as a FeatureCloud app that provides a graphical
user interface to compose queries. The app comes in two modes. In the first mode, it just allows
feasibility querying and provides statistics, i.e. it provides the user with the count results of the
querying, taking potential privacy concerns such as a low number of results etc. into account; this
mode enables assessing the feasibility of an analysis.
In the second mode, the app actually performs the data selection and provisioning, and returns
the retrieved data as a result to be picked up by the next app (e.g. pre-processing, or model
learning), meaning, it becomes a standard app that can be integrated within any other data
processing workflow.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 826078.
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4 Introduction (Challenge)

In many distributed data analysis scenarios, investigators (study coordinators) do not know who
else is in the possession of suitable data to carry out a specific study, thus not allowing them to
assess up-front whether a specific investigation is feasible in terms of a minimum number of
matching participants being available. One aspect to this discovery of data is generally knowing
which participants to the federated learning hold which type of data, i.e. knowing that a certain
participant (e.g. a hospital) has data on blood lab tests, where certain information is measured with
a certain unit. This already allows to preselect which participants are in principle compatible to be
included in a specific investigation. However, often, the specific number of patients matching more
fine-grained criteria is needed. In many cases, the criteria to include patients might be quite
narrow, e.g., those who have a specific disease, in some specific risk group, or received specific
medication.
The process of querying and query refinements is often called a “feasibility query” (Wettstein, R. et
al., 2021, Gruendner, J. et al., 2022), and is performed before the actual data analysis, and might
also be performed iteratively. This is the case if the number of matching individuals does not meet
the expectations, the cause of it being the selection criteria either too restrictive (thus resulting in a
too low number of matching patients), or maybe too wide.

A mechanism to estimate these numbers is thus of great relevance to a federated learning (or
more general data analysis) system like FeatureCloud. The initial assumption at the time of
envisioning the overall FeatureCloud system, during the proposal stage, was that blockchain
technology would be utilised to provide a method for sharing meta-information on the data, without
revealing sensitive information. In other words, the blockchain could contain sufficient information
to answer feasibility queries, without containing actual data. Further, consent checking, and more
advanced user rights management, was thought to be enabled via blockchain as well.

During the implementation of the project, however, it has shown to be infeasible to pursue this
idea. Two main approaches to implement feasibility query answering via blockchain conceivable
would either require to (i) publish meta-data on the micro-level of the individual patient or even
more fine-granular on specific subsets of data on that patient, or (ii) to pre-compute statistics per
site for some criteria.
The first option is rather infeasible, as it means that on the one hand, the amount of data that
needs to be written on-chain is rather large, as it is related to the total number of patients, and also
needs to be updated when the data changes or increases, including deletion of some data. On the
other hand, having too much (meta-)data on the microdata level, i.e. the individual patient, may
become a privacy risk.
The second option is also infeasible, as the number of potential attributes (e.g. demographic, but
also health-related, etc.) is intractable, and one could thus only provide an incomplete subset of
possible filtering queries. Again as with the first option, the meta-data would need to be updated
regularly to reflect a somewhat current patient count, which conflicts with the idea of immutability of
the blockchain.

Finally, the consent information itself is not stored on the blockchain, due to data confidentiality
concerns as detailed in Deliverables D6.2 and D6.5. It was decided that instead; managing
consent stays a matter of the local federated learning participants (e.g. hospitals), either managed

This project has received funding from the European Union’s Horizon 2020 research
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directly by them, or the patients themselves, but outside of the blockchain. Eventually,
management transactions of the consent are committed to the blockchain, which enables
retrospective auditing of data usage.

Therefore, it was decided to pursue an alternative approach, and instead of exposing meta-data on
the blockchain to provide a federated querying system that allows to determine, unbounded on the
type of data and available attributes, the number of patients that match a certain set of criteria.
These attributes can be used to select acceptance criteria, and are dynamically selected by the
researchers in an interactive interface.

5 Methodology

Federated queries are studied in several domains. Information Retrieval, which generally deals
with discovering of and searching in unstructured unstructured information, such as text, or
multimedia objects, is a well-known example. There, federated queries are most commonly
referred to as Federated Search (Hsiao, D.K., 1992). Federated queries is also a topic for
structured databases, when querying distributed databases is of relevance (Shokouhi, M., Si, L.,
2011).

In health data, several systems and customised solutions exist. One frequent assumption is that
the participating nodes, e.g. hospitals or clinics, already work with the same, unified data format
and semantic schema. Well-known solutions of monolithic systems are e.g. i2b2 (i2b2) or SHRINE
(“Shared Health Research Information Network”) (Weber, G.M. et al., 2009).
These two solutions assume that all sites will utilise the same data scheme, the same data
exchange format, and the same software solution, which is not realistic in many potential
collaboration settings, where participants are likely to use a plethora of different solutions and data
schemes. We thus pursue an approach that builds on an intermediate, uniform data representation
that allows for integration of various original data formats and systems, but querying of the data
can happen outside of any specific software solution.

Several vocabularies have been proposed for integrating data respectively standardising data
exchange, in several different domains. The medical domain primarily refers to these vocabularies
as coding systems, and depending on the specific information type and use case, several different
systems have been developed and are in use. Among those, SNOMED CT (Systematized
Nomenclature of Medicine Clinical Terms)1 defines codes describing clinical concepts, while
LOINC (Logical Observation Identifiers Names and Codes)2 focuses on laboratory and clinical
observations. ICD (International Classification of Diseases)3, currently in its 11th revision, defines
codes for health conditions like diseases and injuries.

There are several initiatives trying to provide a framework to integrate multiple coding schemes.
BioCypher4 is a knowledge graph built on the Biolink model5, which is a large collection of concepts

5 https://biolink.github.io/biolink-model/docs/Disease.html
4 https://biocypher.org/
3 https://icd.who.int/en
2 https://loinc.org/
1 https://www.snomed.org/
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using various standard vocabularies, such as the above-mentioned SNOMED CT, LOINC, or ICD.
It also allows adding self-defined codes.

FHIR (Fast Healthcare Interoperability Resources)6 sets a standard for healthcare information
exchange and interoperability. FHIR is not an ontology in the traditional sense, but can reference
other ontologies and data vocabularies, including the above-mentioned SNOMED CT, or LOINC.
Also FHIR is designed to be extensible and allows to add additional or custom vocabularies. Due
to the maturity and large community support, it was decided to adopt FHIR as the intermediate
representation within FeatureCloud. This decision, however, does not rule out using other
schemes, as the querying interface is designed with flexibility and the option for customisation.

A few software solutions for federated query systems exist, such as the above mentioned built-in
ones in SHRINE or i2b2. Further, other initiatives such as the German “Netzwerk
Universitätsmedizin”7 provide data models, a query interface, and query execution. However, these
are rather large, custom-built solutions for a specific purpose, and are difficult to integrate into the
FeatureCloud platform. Therefore, it was decided to implement a lightweight solution for
FeatureCloud, drawing on best-practices from various previous efforts.

Besides the querying allowing global discovery of data across the various participating sites, it is
also important to safeguard the global discovery system from revealing additional information. To
this end, the query interface must consider cases where the exact numbers of results would be
revealing information on the underlying data, which can be the case if it is possible to single out
data points in the dataset. This is specifically important for outliers (e.g. the single patient above a
certain age in a specific region, …).
The system should further prevent queries that would reveal marginal (e.g. single records)
differences between queries to allow inference of the membership of specific records in the
database.

7 https://github.com/num-codex
6 https://fhir.org/
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6 Results
6.1 Query interface

The first step lies in the methodology for composing queries and executing them to retrieve
relevant data from the participating sites. While a direct query input might be an option that offers
great flexibility, fine-tuned control and usage of advanced query patterns, it demands a certain level
of syntax familiarity and is more prone to mistakes.
Given that the end-users are often domain experts, rather than computer scientists, the focus was
thus on an easy-to-use graphical user interface. The user interface simplifies the query creation
process by using simple menus and GUI interaction mechanisms, thus making it more intuitive,
less error-prone and less reliant on technical expertise.

The implemented query interface, shown in Figures 1 and 2, allows an interactive selection of
several criteria to filter the data on; these include demographic, as well as domain-specific ones,
such as specific medical conditions, medication, or diseases. The interface is dynamically created,
based on a textual definition file; this definition can be created from a specific FHIR data scheme,
and thus can be dynamically adapted to the specific data structures used. While the interface
screenshots are specific for medical data in FHIR, it can also be adapted to different types of
domains and data.

The interface allows for interactive selection of different criteria to filter the data subjects.
Depending on the data types, the user can select from pre-existing possible values, or provide e.g.
range queries for numerical data. The interface further enables the user to logically combine
multiple criteria.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 826078.
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Figure 1: Query interface

This project has received funding from the European Union’s Horizon 2020 research
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Figure 2: Query interface, cont.

6.2 Local query execution

In the next step, the federated query system transforms the selected criteria into an executable
FHIR query. As the retrieved data are in FHIR format, the application will be able to extract specific
attributes based on the composed query. Patient data resides locally at the participating sites, thus
a local processing is needed to extract these data that fulfil the given query.

To handle different local formats, we also provide an example converter from a relational database
schema to the FHIR format through the usage of mapping of the corresponding fields. This
approach allows that, regardless of the data's existing schema and format, we can effectively
process and transform the attributes aligned with the provided query.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 826078.
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6.3 Centralised Result Collection and Display

During the stage of performing feasibility queries, the system shows a centralised aggregation of
the results of the federated query - the system presents statistics on the counts of the matching
data.

Result suppression for small counts, and result perturbation for reducing the level of detail to
potentially carry out attacks to single out individuals, are of great importance to retain the privacy of
patients. In the case where the result size is too small, results, either globally or locally per site, will
be suppressed; in other cases, results are rounded to perturb them.

Figures 3 and 4 show such cases. Before displaying the aggregate results, they are rounded as
seen in Figure 3 (for illustration, we also show the original counts in this figure - they are
unavailable in normal operating mode).

Figure 3: Query results, obfuscated

This project has received funding from the European Union’s Horizon 2020 research
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Figure 4 shows a case when one specific site has too few individuals to be displayed, i.e. they are
below a definable threshold (in this example, the threshold is 20). In this case, the numbers are
suppressed.

Figure 4: Query results, obfuscated

6.4 Data pipeline

Finally, once the feasibility query stage is completed and final criteria have been selected, the
system can be used in a mode that results are not just displaying counts, but actually select and
pass forward the data. To this end, the result of the querying is the required patient data. To allow
subsequent apps in the workflow to utilise the data, a conversion step transforms the locally
returned FHIR results into a CSV format that apps can easily read. This data is then the input to
the next app in the workflow, e.g. a data normalisation app, or a machine-learning model training
app.

This project has received funding from the European Union’s Horizon 2020 research
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Figure 5 shows an example debug mode output that displays the actually selected data; again, in
the actual deployment, this information is not available, and only the output of the querying in CSV
format is passed on.

Figure 5: Query results in CSV format, e.g for use of further steps in the workflow.
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7 Open issues

The chosen solution for global discovery expects all local sites to be able to produce data in the
same representation, and following the same vocabulary. While approaches that would
dynamically translate between different formats are conceivable, we expect that the conversion
would be rather on an interval basis, with the system actually querying a local, transformed copy of
the data from a given time point. Thus, data might not always reflect the exact state of the system
at the time of the query. This might however also be beneficial, as it will further reduce the
capabilities of an attacker issuing multiple queries to infer detailed information on particular
records.

The definition of how to map the original data formats and vocabularies to the one used by
FeatureCloud is not addressed within this project. While this is a highly relevant point, it is
addressed within several other initiatives in e.g. the medical domain, and also beyond the scope of
the FeatureCloud project, and thus deliberately left out.

8 Deviations

The initial plan of the global data discovery system, as described in the proposal, envisions a major
role for blockchain for this aspect. However, during the project implementation, it became apparent
that such a solution might be impractical due to the large amount of data that needs to be stored
on change, due to the mutability of the data to be discovered, due to potential additional privacy
risks emerging from the on-chain data, and the lack of direct consent representation on-chain.

Therefore, we decided to refocus this task with a different underlying technology, providing a
proof-of-concept federated querying mechanism, and demonstrating how it can be integrated
within the overall FeatureCloud platform. This solution is relevant to the overall system, and is an
important aspect to provide a holistic and integrated solution to data discovery within the project,
as federated data querying is a prerequisite to a practical federated learning system.

9 Conclusion

In this deliverable, we outlined the concept and implementation of a mechanism to discover data at
participating federated clients. While the initial design for this mechanism was to be based on
blockchains, eventually we developed a system based on federated querying. This is motivated on
the one hand by the amount of data that would need to be written to the blockchain, and concerns
over changing data respectively inference from the data.

The federated querying system is fully integratable into the FeatureCloud platform, and its
provision via apps allows users to easily use the data selection to be part of any workflow. To
mitigate inference risks from the discovery mechanism, we limit the precision of information
displayed towards the end users.
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